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Article 8. Maior League Snorts Raffle Program

SECTION 2080 Title and- Scope

This article sha11 be known as the "Department of Justice's Maiar Lead e Sorts Raffle
Program" or the "Major League Sorts Raffle Program:' The sections of this article implement,
interpret and make specific the establishment of a registration and reportingpro rag rn for
specified nonprofit organizations, as required by Penal Code section 320.6. The sections of this
article a~~lv to every ell ibg; le organization, as defined in subdivision (c) of Penal Code section
320.6, that conducts a raffle as defined in subdivision fib, of Penal Code section 320.6.
Contin e~ nt upon the appropriation of sufficient funds, the Department of Justice and the Bureau
of Gambling Control will carry out the registration, auditing,, oversight, and enforcement
functions prescribed herein.

Note: Authority Cited: Section 320.6, Penal Code. Reference: Section 320.6, Penal Code.

SECTION 2081 Definitions

The following definitions shall apply when used in this article:
~ "Affiliated person" means a natural person, who is at least 18 years of ale, and is

authorized b ay n ell ig~ble organization to perform any duties related to a registered event,
including as:
A fiduciary;
A supervisor or manager;
A manual draw supervisor;
A member of the count and reconciliation team'
A direct seller of raffle tickets•

~6,~ A member of the electronic raffle system mana~;ernent team; or
~7~ An unpaid volunteer.
"Affiliated snorts Team" means a team from. Major League Baseball, National Hockex
Lea u~ e, National Basketball Association, National Football League, Women's National
Basketball Association, or Maior League Soccer.

~ "Affiliated association" means the Professional Golfers' Association of America Ladies
Professional Golf Association, or National Association of Stock Car Auto Racing.
"Annual" or "annually" means every calendar year.

~ "Approval" means authorization b ty he Bureau for certain acts b~~aersons registered under
this article.

~f "Bureau" means the Bureau of Gambling Control in the California Department of Justice,
acting as "the Department" as provided in section 320.6 of the Penal Code.

~ "Calendar year" means the one-year period that begins on Januar~l and ends on December
3L
"Counterfoil" means a printed electronic record or paler ticket stub, also known as a barrel
ticket, which by chance may be selected during' a manual draw to determine the winner of a
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raffle prize and contains a draw number matching the draw number on a raffle ticket
purchased by a raffle slaver.
"Count and reconciliation team" means a groin of affiliated persons desi nab ted by the
eli `bg~ le organization as responsible for conducting; counterfoil and cash reconciliations
during a re~tered event.
"Direct seller" means a natural person who sells raffle tickets.
"Draw number" means a unique number that is recorded on ever raffle ticket and
rnatchin counterfoil.
"Electronic raffle system" means an apparatus that connects and consists of, but is not
limited to, servers, associated network equipment, computer software, mobile devices,
.raffle sales unit, printers, and related ec~ui~ment used b ay n ell ibg; le organization to sell
raffle tickets or account for the sale of raffle tickets.

~rn "Eligible recipient organization" means a private, nan~rofit organization as defined in
subdivision ~d)(4)(A) of Penal Code section 320.6.

,~n,~ "EligLible organization" means an organization that holds a valid registration issued
t~ursuant to section 2086.

~ "Fee" means an, fee re uired to be ~d to the Bureau~ursuant to this article.
~ "Fiduciary" means a natural person designated by an ell "b~ le organization to fiilfill the

-duties provided in section 2088 of this article.
~ "Home game; 'for an affiliated sorts team, means a live sorts event held in California

that is desi ated as a home dame in an official schedule distributed bathe league of which
the Affiliated Sorts Team is a member; for an affiliated association, "home game" means
a live sports event of theassociation held in California.

~ "Independent ~aming~test laboratory" means a gamin test laboratory that is either:
Licensed or registered to test, approve, and certify a~ mblin~ equipment, systems, and
software in any United States jurisdiction, and accredited by a si~nator~to the
International Laborator~Accreditation Cooperation Mutual Recognition Arran ement
or other equivalent laboratory accreditation agreement;_or
Operated bra ~amin~,regulatory agency of a state of the United States of America
that is qualified to make the certifications set forth herein.

~ "Manual draw" means the method used for the selection of a raffle draw number to
determine the raffle prize winner that does not utilize a random number generator, requires
a person to hand-pick the winning; counterfoil from a container that contains everX
counterfoil generated durin t~ he registered event, provides an equal chance for every
counterfoil generated during the registered event to be selected during; the draw, and
complies with section 2097, subdivision (bLof this article.

~t~, "Manual draw supervisor" means a natural person as defined in Penal Code section 320.6,
subdivision (dl(3).

~ "Person" unless otherwise indicated, means a natural person, non-profit organization,
corporation, ~artnershi~, limited partnership1 trust, joint venture, association, or anX other
business organization.

~ "Prize" means the money paid to the raffle winner and is corn~rised of one-half or 50
percent of the gross receipts ,generated from the sale of raffle tickets at a registered event.

~ "Raffle" means a scheme for the distribution of a prize at a registered event that meets the
requirements ~arovided in this article and Penal Cade section 320.6.
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~ "Raffle draw number" means a unique number recorded on a raffle ticket and the
.counterfoil that btichance may be selected as the winning number during the manual draw
at a registered event.
"Raffle player" means an individual who purchases a raffle ticket or tickets.

~ "Raffle-related products .and services" means those products and services supulied by a
person to an eli 'ble organization to conduct a raffle.

as "Raffle sales unit" or "electronic raffle ticket sales device" means a portable device, remote
hard-wired connected device, or a stand alone kiosk operated by an affiliated person to sell
raffle tickets.

regulations. ~ -

~ad "Registrant" means any ~ersan required to be registered with the Bureau pursuant to Penal
Code section 320.6 or this article.

tae "Unpaid volunteer" means a natural person who ~erforrns hours of service in furtherance of
a registered event on behalf of an eli 'b~ le organization or eligible recipient organization for

~a "Venue" means the area where raffle tickets are authorized to be sold by this article
restricted areas where only affiliated persons assigned duties related to the registered event
.are permitted, and areas where e~ui~ment or records related to the registered event are used
or stored.

Note: Authority Cited: Section 320.6, subdivisions (c~~~(e)_,~h)~j~(l~{m~ and ,o) Penal
Code. Reference: Section 320.6 Penal Code

SECTION 20$2 Dele~atian of Anthority

An~power or authority granted to the Department of Justice and described in Penal Code section
320.6 maybe exercised by the Bureau of Gambling Control.

Note: Authority Cited: Section 320.6, Penal Code. Reference: Section 320.6 Penal Code.

SECTIClN 2083 Eti~ible Organizations

This article does not a~~lv to a private, nonprofit organization established by or affiliated with a
team or association that is not a member of one of the s~ortin~ org~anizatians provided in Penal
Code section 320.6, subdivision lcL

Note: Authority Cited: Section 320.6, Penal Code. Reference: Section 320.6 Penal Code.

SECTIQN 2084 Forms

The following forms are hereby incorporated by reference:
~ Major League Sports Raffle Eli 'bg-i l,, e Organization Registration Form (BGC 200. Org,

01 2016
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Major League Sorts Raffle Unpaid Volunteer or Individual Affiliated Person -.Annual
Registration Form (BGC 201; Orig;. 01/201b1

~, Major Leagpe Sports Raffle Manufacturer and Distributor of Products or Services Annual
Registration Form ~BGC 202; Orig 01I2016~
Ma'o~r League Sorts Raffle Affiliated Person Annual Registration Form BGC 203; Orig.
01 2016

~ Major League Sorts Raffle Eli 'bg,~ le Or a~nization Annual Report BGC 204; Orin
01 2016

,~f Major Lea ue Sports Raffle Eli ib~ 1,_ e Organization Registered Event Registration Form
~BGC 205; Orin. 01/2016

~ , Major League Sorts Raffle Eligible Organization —Equipment Registration Form (BGC
LU6; Urig. U1%LU16~
Maior Lead e Sports Raffle Electronic Raffle stem and Ec.~uipment Checklist and Test
Draw BGC 207; Orin 01/20161

Note: Authority Cited: Section 320.6, subdivisions ~ and ~, Penal Code. Reference: Section
320.6, Penal Code.

SECTION 2085 ~2etention of Program Records

The Bureau shall maintain. copies of all registration a~lications accepted for film amend_ codes of
all reports filed pursuant to section 2107 of this article and Penal Code section 320.6.

Note: Authority Cited: Section 320.6, subdivision (o), Penal Code. Reference: Section 320.6
Penal Code.

SECTION 20$6 Eligible Organization Registration

~ The Bureau may issue a Major League Sorts Raffle registration to an eligible
organization.
Every eli 'bid le or anization shall, prior to conducting,an~raffle in California, annually
register with the Bureau in the Major League Sorts Raffle Pro r~ am.

~ To apply for annual reg.,~stration, an eli ibg le organization must:
Submit to the Bureau a corn~leted application Major League Sports Raffle Eli ig b1e
Organization Registration Form f,BGC 200; Ord. 01/2016 ;and
Remit anon-refundable registration fee of $5,000.

Note: Authority cited: Section 32Q.6, subdivision fob, Penal Code. Reference: Section 320.6,
Penal Cade.

SECTION 2087 Registrant Disclosure and Bureau Access to Venue

~ Ever~gistrant shall make true and complete disclosures of all information, documents
and other records requested bathe Bureau, including, but not limited to, information
provided pursuant to subdivision (01 of Penal Code section 32Q.6 to enable the Bureau and
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other law enforcement agencies to ascertain compliance with Penal Cade section 320 6 and
regulations adopted to establish and maintain the Major L.ea~ue Sorts Raffle Pro rg am

~b,~ Bureau personnel shall have access to the venue before during and after a re istered event
Bureau ,personnel shall have access to all registered event records and equipment

Note: Authority cited: Section 320.6 subdivisio~o) Penal Code Reference• Section 320 6
Penal Code.

SECTION 2088 Fiduciary of Eligible Organization —Duties

Every fiduciary desi~,nated on the Major League Sparts Raffle Eli ib~ l,_e Organization Registration
Form BGC 200; Org;. 01/2016) shall be responsible for all of the followrn~•

Ensuring that there is full accountability of all raffle assets including but not limited to•
{1j All raffle-related products and su~~lies•
(2) All funds derived from the registered event• and
(3) The distribution of all funds derived from the registered event•
Ensuring that the registered event is conducted in accordance with raffle rules established

federal or state laws..
~ Ensuring that all records related to the registered event are current and accurate-

Reviewin all reports and correspondence from and to the Bureau'
~ Si~nin~, and ensuring that the financial statements from the registered-event are

:maintained by the eli ibg le organization and submitted to the Bureau if requested•
-~

Ensuring that all affiliated persons are trained to fully carry out the duties assigned to them
and can ~roficientl~perate any ec~ui~ment necessary for the conduct of their duties• and
are fully informed of all pertinent statutes and re u~lations associated with the Major
I,ea,~u~ports Raffle P'ro r~am~
Ensuring that the electronic raffle system and all other eaui~rnent used to conduct a
registered event is properly maintained and functions t~roperly Burin a registered event
and complies in all other respects with the requirements of this article•

~j.~ Ensuring that the manual draw is conducted in compliance with the requirements of this
article:
Desi~natin~ himself or herself or another affiliated person as a manual draw supervisor;,
Ensuring that prior to the manual draw the rocs receipts are tallied and the prize amount is
announced; and

~ Ensuring that a registered event is conducted bathe eli ib~ le organization in the best
interests of the public's health safet~nd general welfare

Note: Authority cited: Section 320 6 subdivision (o) Penal Code Reference• Section 320 6
Penal Code.

SECTION 2089 Raffle Registration; Registered Event
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~ In conjunction with its annual registration, an eligible organization must a~~ly for
registration of each and ever re~?,istered event it Mans to conduct.

~b The Bureau may issue a registration for a sin le registered event or for multiple registered
events, so long as each of the re ig.~stered events will take dace on a definite schedule during
the calendar year of the eligible organization's registration.

~ No more than one raffle drawing shall be conducted during; a re 'stered event.
To register the raffle as a registered event, a eli 'bile organization must:
(1) Submit a completed Maior Lea ue Sports Raffle Eli 'bgi le Organization Re 'sga tered

Event Registration Form (BGC 205.,~Or~. 01/2016), to the Bureau; and
(2) Remit the required non-refundable fee of $100 der re~tered event.

,~e~ Every eligible organization must also submit a map of the event location, identif~in~anX
family section; the locations where direct sellers will be .conducting sales at the re is~ tered
event; the locations of affiliated person-attended kiosks;_the location where count and
reconciliation functions will be performed; the location where raffle system mana eg~rnent
functions will be performed; and the location where the manual draw will be conducted.

~f The Bureau shall not register a raffle scheduled to encompass more than one calendar day.

Note: Authority cited: Section 320.6. subdivision (o), Penal Code. Reference: Section 320.6,
Penal Code.

SECTION 2090 Raffle Registration; Registered Event; Post-Season Plav

Every eli ibg 1e ar~anization must register every raffle it Mans to conduct for post-season home
games at least 24 hours prior to holding; the raffle. To register a raffle to be conducted during
post-season home dames an eli ible organization must:
~a) Submit a completed Major League Sorts Raffle Eli ible Organization Registered Event

Registration Form (BGC 205; Org. 01/2016) to the Bureau; and
~b~ Remit the required non-refundable fee of $100 ner registered event.

Note: Authority cited: Section 320.6, subdivision (o), Penal Code. Reference: Section 320.6,
Penal Code.

SECTION 2491 Equipment Registration

~ Every eli ible or~-anization must annually register with the Bureau an~c~uipment to be
used in the sale and distribution of raffle tickets bXsubmittin~g a com,~leted Majar League
Sorts Raffle Eli ib~le Organization — Ec~ui~ment Re€?istration Form ~BGC 206: Orin
01 2016 .
Ever~l ibg le organization must attach a certificate of testing issued, within the last twelve
months, by an independent laming test laborator~to the form rewired by subdivision (al
of this section.

Note: Authority cited: Section 320.6, subdivision tol, Penal Code. Reference: Section 320.5,
Penal Code.

SECTION 2092 Affiliated Persan Registration
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~ An affiliated person must rester annually with the Bureau To apply for a registration as
an affiliated person an applicant must•
Be at least 18 ,years of age'
Be an affiliated person:

~3,~ Submit completed applications as a~ro~riate•
A. Major Lea ue Shorts Raffle Unpaid Volunteer or Affiliated Person Individual

Annual Re ist,~ration Form (BGC 201; Orig 01/2016)• or
B. Maior Lea ue Sports Raffle Affiliated Person Annual Registration Form (BGC

203; Orig;. 01/2016) submitted to the Bureau on behalf of the affiliated persons
and

Remit the required non-refundable fee of $10
Nothing in this section precludes an eli 'big le organization from having other eli ibilitX
requirements in dace for affiliated persons

Note: Authority cited: Section 320.6 subdivision (o) Penal Code Reference Section 320 6
Penal Code.

SECTION 2093 Affiliated Person Training

~ Every affiliated person shall be trained to effectivel~perate the ec~ui~ment they will be
assigned to operate during- the conduct of a registered event. Every eli ib~ le organization
shall maintain a record of training~rovided to every affiliated person for three , ey ors
Every affiliated person shall receive a copy of these regulations and be familiar with their
content prior to serving in their first registered event

Note: Authority cited: Section 320 6 subdivision (o) Penal Code Reference• Section 320 6
Penal Code.

SEC'T'ION 2094 Affiliated Person Identification

Every affiliated person working at the venue shall display on their person an identification card
provided by the eli ib~ le organization confirming their em~lo my ent b ar unpaid volunteer status
for, the eligible organization. The identification must include the name of the affiliated person
and the registration number issued by the Bureau for that individual

Nate: Authority cited: Section 320 6 subdivision X01 Penal Code Reference• Section 320 6
Penal Code.

SECTION 2095 Manufacturers and Distributors of Raffle-Related Products or Services•
Registration

~a.~ No person may sell, rent, or distribute raffle-related products or services to an eligible
organization for a registered event without having first been registered by the Bureau for
the calendar year in which the registered event is conducted
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To a~ply for an annual registration a manufacturer or distributor of raffle-related products
must:

Submit to the Bureau a completed Mayor League Sorts RafIle Manufacturer and
Distributor of Products or Services Annual Registration Form (BGC 202. Orig,
01/2016~,:~and
.Remit anon-refundable registration fee of $5 000.

Note: Authority cited; Section 320.6,. subdivision fol, Penal Code. Reference: Section 320.6,
Penal Code.

SECTION 2096 Registered Event: Ticket Sales

~a,~ No more than one raffle drawing- shall be conducted during a registered event
~b,~ Raffle ticket sales ma t~place only during a home dame•

Raf#le tickets shall not be sold in any seating area designated as a family section
Raffle tickets shall be sold only in areas where an event ticket is required for admission to
view the game or s~ortin event.

~ Raffle tickets produced bean electronic raffle system must be printed only when sold to a
raffle Ala ear. Preprinting electronic tickets is prohibited.

~f , Raffle tickets may not be sold in advance of the registered event.
.~g~ An eligible organization shall not change raffle ticket prices once sales of raffle tickets in a

raffle tickets with ~rice~oints allowing for the purchase of multiple raffle tickets at a
discounted rate. An accounting must be documented for each ~rice~oint at the point of
sale for purposes of reporting:
All raffle ticket draw numbers must be unique and cannot be duplicated in the re isg tered
event.
Each raffle ticket number purchased shall represent one entry in the drawing for a winner

_ _
every raffle ticket sold shall have an equal o~ortunity to be drawn as a winner

~j.~ All counterfoils generated at a registered event shall be placed in the pool of counterfo

____.~

The sale of raffle tickets at a registered event whether an admission-style or electronically
generated ticket or the use of a manned kiosk must be conducted b~ an affiliated person
A raffle player may purchase one or mare raffle tickets at a registered event

.~rn~ United States currency or a valid credit or debit card rnav be accepted by an ell i~ ble
organization as payment for any raffle ticket. An electronic benefit card ar funds issued by
the federal .government, or an sy tate or local government for the delivery of public

_ _ _ - --
~ A raffle ticket is not transferrable or assignable from its purchaser to an offer person
~ All sales of raffle tickets are final; na refunds shall be made under any circumstance
~ No person affiliated with an eligible organization affiliated sports team affiliated

association, eli,g~ble recipient organization or a registered manufacturer and distributor of
raffle-related products or services including any affiliated person an~ployee or agent
or their immediate family mernber~_ ay participate in any registered event as a raffle player
or receive a raffle prize.
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~ Every registered event shall commence no earlier than when ticket holders for the live

~r~ An eli ibg le organization must have the fiduciary of the organization as listed on its
registration a~~lication to the Bureau on site or designate one affiliated person within i

rai~le ticket sellers and they must have a level of expertise and requisite training to operate
the raffle sales unit and electronic raffle s, stem

~ Reconciliation of monetar transactions and reconciliation of raffle ticket transactions must
be conducted in a secure location and under constant security and surveillance at the venue

~ No revenues ~?enerated fram the sale of raffle tickets may be used to defray costs incurred
b the eligible or~anizatian for the conduct of the raffle

~ :The total prize amount of a raffle shall be one-half or 50~ercent of the rass proceeds
-~ collected from the sale of the raffle tickets.

sufficient time to ensure that all sales reconciliation eligible counterfoil verification and
winning counterfoil and raffle ticket verification,~rocedures can be conducted following
the manual draw.
Every eligible organization shall ensure that direct sellers do not carry more than $1000 i

this article.
dad) Prior to the sale of any raffle tickets at a registered event the eligible organization shall

ensure that there are security measures in place to protect the health safety and welfare of
all raffle players and affiliated persons. An eli ib~ar~anization shall ensure security of

raffle ticket sales area to the raffle ticket reconciliation room and the room where raffle
ticket sales moneys are accumulated (31 where electronic raffle system management
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functions and distribution of raffle sales units to direct sellers occurs• and (4~tlie location
where counterfoil tickets are printed and deposited into the container far the manual draw.

tae) Prior to the sale of anv raffle ticket at a registered event the eli 'bgi le organization is
responsible for ensuring that every affiliated person ~artici~ati~in the registered event
possesses the training knowledge and experience necessary to carry out their assigned
duties for the registered event.

subdivision can be made by e-mail to the Bureau of Gambling Control Criminal
Intelligence Unit at BGCCIUna doj.ca. og v or by phone at (916, 227-3325.

Note: Authority cited: Section 320.6 subdivisions (d~(eL~fL(j,~~k and l~ Penal Code
Reference: Section 320.6, Penal Code.

SECT~4N 2097 Winner Determination

~ Once verified, a registered event shall have only one winning raffle ticket
Raffle winners need not be present to claim the prize

~ Prior to conducting? the manual draw the dross receipts from the registered even
tallied, and the prize amount of the raffle must be determined and publicly announ~
Every eligible organization shall use a manual draw procedure that ensures tl

during; the manual draw.
~ An eli 'b~ le organization must not conduct a manual draw unless the fiduciary ar manual

draw supervisor is present. EverXmanual draw must occur at an authorized public ar
.private site and the entire draw process must be video recorded All draw numbers in the

for the re ig_stered event.
~f The counterfoil selected as the winner during the manual draw must be validated as sold

Burin t~; he re 'stared event for which the manual draw is conducted
Voided raffle tickets shall not c~ualif~toward a prize,
The raffle Mayer shall present the ~ur~orted winning; raffle ticket to the fiduciary or manual
draw su~ervisar overseein the registered event for validation as containing the prize
winning; draw number.
Every eligible organization is responsible for collecting a~ro~riate identification
information and for providing the winner of raffle prize at a registered event with the

California Franchise Tax Board and any reporting requirements on monetary transactions
imposed b sv tate or federal laws.
Each eli 'b~ le o~~anization shall post the winning raffle draw number for each re 'sue tared
event on the affiliated snorts team's website and the eli ib~ le organization's website The

Title 11, Division 3, Article $ —Major League Sports Raffle Program
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winner of a raffle prize at a re~?istered event must present the actual purchased raffle ticket
from the registered event displaying the winning raffle draw number in order to be eligible
to redeem the prize. Failure to do so will result in alternative distribution of the raffle prize
as provided in Penal Code section 320.6, subdivision (nl

Note: Authority cited: Section 320.6 subdivision (d) Penal Code Reference• Section 320 62
Penal Code.

SECTION 2098 Minimum Aye of Raffle Players

~ :Raffle tickets shall be sold only to persons 18 years of age or older
It is the responsibilit~e eligible organization to ensure that raffle ticket sellers at
registered events ask for and are provided a valid government-issued identification bX
ticket purchasers to ensure that raffle tickets are sold only to persons 18 earl s of age or
older.

Note: Authority cited: Section 320.6 Penal Code Reference• Section 320 6 Penal Code

S~CTIOI~T 2Q99 Electronic Raffle System

~ With the excet~tion of the manual draw, an electronic raffle system may be used to sell
raffle tickets and conduct a raffle as provided for in sections 2096 and 2097 of this article

1~ Anv .electronic raffle system used Burin a registered event must be in compliance with
section 2101 of this article.

~ Raffle tickets generated by an electronic raffle system maybe provided to a raffle Mayer at
a re 'stered event only by an affiliated person
An eli 'brg le organization ma u~~aortable or wireless raffle sales unit to sell raffle tickets

~ Electronic raffle systems for the sale of rafIle tickets must be operated by an affiliated
en rsan•

SECTION 2100 Raffle Tickets —Limitations; Requirements; Information On Raffle
Tickets

~ A person shall not be required to bu~ore than one raffle ticket or to ~av for anything
more than the raffle ticket price to enter the raffle at a registered event
Each sale of a raffle ticket must be recorded b a receipt issued to the raffle player
containing the information required in this section and a corresponding counterfoil must be
printed or detached, and deposited into a container with all other counterfoils generated
Burin tg he registered event.

~c.~, An eligible or anization may not~rint any word or phrase on ~romational material or
advertising that implies or expresses that a purchase of a raffle ticket is a charitable
donation.

Title 1l, Division 3, Article 8 —Major League Sports Raffle Program
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All raffle tickets for a registered event shall be sold at the same price or pursuant to a
uniform discounted pricing structure as described in section 2096 subdivision (g, of this
article. The eli 'bg,1 le organization may not change raffle ticket prices or the pricing
structure once sales of raffle tickets at a registered event have commenced.

~ All of the following shall be printed on every raffle ticket:
The name of the eli ib~ le organization conducting the raffle•
.The Bureau-issued registration identification number for the eli 'b~ 1e organization
re istration;
The location, date and time of the corresponding raffle and manual drawl

~ The unit~ue number of the raffle ticket that must not be eg nerated by a random number
generator;
If different than the ell ib~ le organization conducting the raffle the name of the ell ig ble
recipient organization;
The statement: "Ticket holders need not be present to win "and the contact
information including the name phone number and electronic mail address of the
ell ible or~anizatian conducting the raffle;
The toll-.free telephone number a~~roved by the Office of Problem Gambling~or its

currently "1-800-GAMBLER"; and - -
The time limit for the Mayer to claim the prize as provided in Penal Code section
320.6.

~f An ell 'ble organization may use anon-electronic raffle system that is a two-dart
admission style raffle ticket based system, to conduct a raffle, provided that all of the
following conditions are met:
,~ Two. tickets, a raffle ticket and counterfoil, must be printed side by side

consecutive number. Both tickets must contain the same draw number.
.~

conduct of the raffle this article Penal Code section 320 6 and any other applicable
federal or state laws.
Non-electronic raffle tickets ma~nly be sold to a raffle slaver at a registered event b~
an affiliated ~ersan.

Note: Authority cited; Section 32Q.6 subdivisions ( and m) Penal Code Reference• Section
320.6, Penal Code.

SECTION 2141 Electronic Raffle Equipment Standards

The electronic raffle system used for the sale of raffle tickets by an eligible organization at a
registered event must be certified by an independent~amin~ test laboratory and must meet
standards no less stringent than GLI-31, hereby incomarated by reference, and as amended from
time to time.

1~1ote: Authority cited: Section 320 6 subdivision (o) Penal Cade Reference• Section 320 6
Penal Code.

Title 11, Division 3, Article 8 —Major League Sports Raffle Program
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SECTION 2102 Accauntin~ and Reporting

~ The Bureau may audit the eli ible organization's raffle records at any time
The eligible or~*anization shall follow the electronic raffle system reporting requirements
no less stringent than the current version of GLI-31

~2,~ Sales totals for the registered event, including the total number of raffle tickets sold
and the total money generated;
Direct seller information, including the total number of direct sellers who conducted the
sales, and the names and Bureau issued identification number of each•
The time raffle ticket sales began and ended:
.Raffle draw numbers-in-play series of sequential numbers in the sale of raffle tickets
for that registered event);

~6,~ .Prize winning raffle draw number;
Total prize amount;
Status of prize claim;
Identification of the prize winner:

~10~ A sample raffle ticket for. the. registered event• and
X111 The number of voided raffle tickets.
The eIi 'ble organization shall maintain a copy of the report required in c as dart of the
record of the registered event.
At the Bureau's request, within ?2 hours every eligible organization sha11 provide the
following reports for a registered event:
~ .Exception Report - a report that includes system exception information, including, but

not limited to chap e~ s to s sti tem~arameters corrections voids and/or overrides•
Raffle Bearer Ticket Report — a report that includes a list of all electronic raffle tickets

identifiers, .and a detailed description of all raffle tickets sold at each price point if
a~~licable:
Sales by Raffle Sales Unit — a report that includes a breakdown of each raffle sales
unit's total ticket sales including the raffle draw numbers, and any voided or
misprinted tickets;

~4,~ Voided Draw Number Report — a report that includes a list of all draw numbers that
have been voided, including their corresponding; electronic raffle system generated
validation numbers•
Raffle Sales .Unit Event Lo — a report listing all events or disruptions recorded for each
raffle sales: unit including the date time and brief description of the event and/ar
identif~ng code;

~ Raffle Sales Unit Corruvtion Loy — a report that lists all raffle sales units unable to be
reconciled to the system including the raffle sales unit identifier raffle sales unit
o~aerator, and the money collected•

Title 11, Division 3, Article 8 —Major League Sports Raffle. Program
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Raffle Seller Report — a report that lists the total raffle tickets sold, the amount of
money collected, any overages or shortages in money collected, and the actions takes to
correct overages/shorta eg; s; .and

~8,~ Anv other report listed in the Electronic Accounting and Re~orting~ Section of the GLI-
31 but not listed above.

Note: Authority cited: Section 320.6, subdivision (off Penal Code. Reference: Section 320.b
Penal Code.

SECTION 2103 Eligible Organization's Raffle Rules

..Raffle rules must be hosted at kiosk locations and, where available, on the eligible
organization's website.
Every 'bile organization shall establish and adhere to its raffle rules for the conduct of
the raffle. At a minimum, the raffle rules shall contain all of the following; information:
~1,~ The eli ibg; 1e organization's name;
~2,~ The registration number issued b~he Bureau for the eli ib~ le organization•

The price of the raffle ticket, including; if a~~licable the price points for the purchase
of tickets at a discounted rate•
The method by which the prize winner will be determined:
The .manner for how a prize may be claimed;
The contin~enc~~lan in the event that any aspects of the registered event is unable to
be conducted (weather dela~~ower outa e~ emergency or other reasonablX
unforeseeable eventl;
The prize redemption claim period for the re~?istered event;
The alternate prize distribution if the winning ticket holder fails to claim the prize from
the re~?istered event;
Eligibility information for raffle players

(111 Prize restriction;
12 Identification of locations where raffle tickets may be purchased at the registered

event;
(13) Any disclaimers;
(14, Publicity release;
.(151 Choice of law and,~urisdiction; and
(16) The effective date of the raffle rules.
Every ̀bi~org~anization must: (i~post its raffle rules on its website and in a conspicuous
place at the registered event; and (ii) print the raffle rules in a sufficient number for
distribution to all interested persons who are eligible to purchase a rafIle ticket at the
registered event.

Note: Authority cited:_Section 320.6, subdivision (h1, Penal Code. Reference: Section 320.6,
Penal Code.

SECTION 2104 Retention of Raffle Retards and Reuorts

Title 11, Division 3, Article 8 —Major League Sports Raffle Program
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~ Every eli 'bgi le organization must retain registered event counterfoil tickets for one month
after awarding the prize or until alternative distribution has been made if no raffle Mayer
claims the prize pursuant to Penal Code section 320.6 subdivisions frn, or n as
applicable.
Ever~~ible organization must retain following the end of the registered event, server

- _ _ _ _-
durabie electronic media for five years.

,~c.~, Records ~ertainin to every registered event shall be completed and maintained in a current

Note: Authority cited: Section 32Q.6, subdivisions ~m~n and ~o~ Penal Code Reference•
Section 320.6 Penal Code

SECTION 21Q5 Accountability; Lawful Use of Proceeds

~ Ever~eli ible ar anization shall be accountable for all cash raffle-related products for a
registered event financial statements bank-validated deposit slips for all proceeds from the
registered event, and bank statements from all financial accounts where proceeds from the
registered :event were deposited or transferred.
In accordance with Penal Code section 320 6 all proceeds generated b~ any re isg tered
event shall be devoted exclusively to the lawful purposes.

~ To ensure that all proceeds are used for the lawful~ur~oses of the eligible organization or
the eligible recipient organization all financial accounts into which proceeds from the
registered event are deposited or transferred shall be open for review and inspection b~he
Bureau.
:A11 moneys derived from the conduct of the registered event. shall be deposited into the
eligible organization's financial account within one business day of the registered event

~ Prize payments and distributions for the lawful ~ur~oses of the eli 'b1~ le organization or
eligible recipient organization are the only allowable expenditures from the proceeds of the
re in stered event.

Note: Authority cited: Section 320.6 subdivisions (b, and o) Penal Code Reference• Section
320.6, Penal Code.

SECTION 2106 Advertising

(a) Anv advertising in printed media, television radio or Internet for a registered event shall
include all of the following information:
~1,~ The name of the eli ib~; le organization conducting the raffle•

The Bureau-issued registration identification number for the eli i~ble organization•
The location, date and time of the corres~ondin~ manual draw for the raffle•
The price of the raffle ticket;
If different than the eli ible organization conducting; the raffle the name of the eli ig ble
recipient organization:

Title 11, Division 3, Article 8 —Major League Sports Raffle Program
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~ T'he statement: "Ticket holders need not be present to win "and the contact
information, including the name phone number and electronic mail address of the
eli ibg le organization conducting the raffle• and
The toll-free telephone number approved by the Office of Problem Gamblin~{or its
successors that provides information and referral services for problem gamblers
currently "1-800-GAMBLER."

(b) Any advertisement on the Internet must comply with Penal Code section 320 6 subdivision
h 2

Note: Authority cited: Section .320.6 subdivisions (hl,~~ and (m) Penal Code Reference•
Section 320.6 Penal Code

SECTION 2107 Eligible Or~anizatian —Annual Financial Report

ani~o+inr. A.,:,,,.~1 Dn«...,.t /T2 ("~/"'+ 7llA. fl«:

Registry of Charitable Trusts maintained pursuant to Government Code section 12584

Note: Authority cited: Section 320 6 subdivision ,o) Penal Code Reference• Section
Penal Code.

SECTION 21Q8 .Electronic Raffle System, Venue Requirements

~ t>om~uter network or Wi-Fi ec~ui~ment utilized at an outdoor event must be located in a
non-public, supervised area during the conduct of the registered event

Note: Authority cited: Section 320.6 subdivision (o) Penal Code Reference• Section 320 6,
Penal Code.

SECTION 2109 Proper Functioning of Raffle Equiument

~ Prior.to each registered event the fiduciary or an affiliated person designated by the

The fiduciary or an affiliated person desi ated by the fiduciary must verify and document
that the electronic raffle system is configured correctly functionin~~ro~erlX and fully
oi~erational by cornpleting~ a BGC-207 Major League 5~orts Raffle Electronic Raffle
System and Equipment Checklist and Test Draw prior to each registered event Every

Title 11, Division 3, Article. 8 -Major League. Sports Raffle Program
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eligible organization shall maintain the form required to be completed by this subdivision
for a period of three , ears.

~ ~liated persons .are not permitted to restart a raffle sales unit or otherwise adjust anX
associated network ec~uiament for any reason without the oversight of the fiduciary or the
oversight of an affiliated person desi ated by the ~duciar~
If for any reason any parts of the electronic raffle system such as the raffle sales unit
printers, or associated network do not function pro~erly friar to or during the sale of any
raffle ticket, the eligible organization must notify the Bureau immediately and may either
use anon-electronic raffle system that is a two-dart admission-style raffle ticket based
system, or cancel the re ig; stered event.

Note: Authority cited: Section 320 6 subdivision o) Penal Code Reference• Section 320 6
Penal Code.

SECTION 2130 Violations

~ All authorizations granted to eli i~ ble org~izations by the Bureau pursuant to this article
are granted on condition that the eligible organization will operate the registered event in a
manner suitable to arotect the public health safety and general welfare of the residents of
the state. The responsibility for the employment and maintenance of suitable methods of

_ --
methods of operation deemed unsuitable by the Bureau shall constitute grounds for
registration revocation or other disciplinary action
No resistrant shall conduct a raffle in violation of an~~rovision of Penal Code section
320.6' or this article

No registrant shall fail to meet the disclosure and reporting requirements set forth in thi~
article.

~ Each eli 'big le organization shall maintain security controls over the venue to protect the
«..1..1: ,. L....1~L .. _.C_i" _~J _._ _ ___~ yr. r .• rro . . _ ..

related to the conduct of the re~,istered event

Note: Authority cited: Section 320.6 subdivisions (o} and ~) Penal Code Reference• Section
320.6, Penal Code.

SECTION 2131 Disciuline

~ ..Administrative actions commenced by the Bureau, pursuant to subdivisions (~ and (q~f

_ _~_-
of Hart 1 of division 3 of title 2 of the Government Code
The Bureau, in its discretion, may issue to a registrant warning notices notices to cure
advisor letters re ardin violations or ossible violations of law or withdraw an notice
or letter upon further investi ation.
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Note: Authority cited: Section 32Q.6, subdivisions (~ and (q) Penal Code. Reference: Section
320.fi. Penal Code.

SECTION 2132 Penalties

For any administrative actions based on a violation of Penal Code section 320.6 this article
t~reviously imposed disciplinary or registration condition or laws materially related to suitability
for registration, the Bureau may seek one or more of the following remedies•

Via) Revoke the registration or approval•
(b Suspend the registration or approval•
(c1 Impose any condition limitation, order or directive on the registration or approval•
jdLmpose anv fine or monetary_penalty on a re istrant•
~e Stay, in whole or in dart, the imposition of a revocation or suspension against the holder

of a registration ar a~~roval;
(f1 Order the registration or a~~roval holder to pay a rnanetary_penalty in lieu of all or a

portion of a revocation or suspension• or

registrant or a~~licant. - - - -

Note: Authority cited: Section 320.6 subdivisions (~l and ~~enal Code Reference• Section
320.6, Penal Code.
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STATE GF CALIFORNIA 
ADO~T 

DEPARTMENT OF JUSTICE
BGC Z00 PAGE 1 of 2co~B. °„2°'s> MAJOR LEAGUE SRORT.S RAFFLE

a ̀„` "TT°`"ej ELIGIBLE ORGi~NIZA~"IOt~ ANNEAL REGtS1'FZ/~TfON -F;t~RM
.-~ ~ FOR CALENDAR YEAR 20
~ ~ For O'fficiai Use Only

MAIL TO: CT Status I
.Bureau of Gambling Control

P.O. Box 168024 FTe Status
Sacramento, CA 95816-8024 ~

Phone: (916) 227-3584; Fax: (916) 227-0170
'SQS Status

Pursuant to California Penal Code section 320.6, this form shall be used by eligible organizations to apply for a registration
issued by the Department of Justice. Please type or print (in ink} ail information requested on this form, A nonrefun~iabfe,
$5,OU0 Annual Registration Fee must accompany this form. Make check or money order payable to the California
Department of Justice.

SECTIOfV 1: ORGANIZATION INFORfUTATION

Provide at least one of the following numbers:. Name of Organization/Team or Association Affiliation

Federal Tax ID:

Corporate; 
Address (street, city, state, zip code)

Organization:.

Charitable Trusts

Is the organization qualified to conduct business Phone Number E-Mail Address (if applicable)
in the State of Ca(ifo~ a at leasne year prior to
first raffle? YES No

SECTION 2: TAX EXE~IIPT STATUS

Specify the organization's tax exempt status pursuant to California Revenue and Taxation Code section:

23701 a ❑ 23701 b ❑ 23701 d ❑ 23701 e ❑ 23701 f ❑ 23701 g ❑ 23701 k ~ 23701 / ~ 23701 t ❑ 23701 w

Has. the organization applied for or been granted IRS tax exempt status? ~ YES ~ No

Date of application for IRS tax exemption OR Date of exemption letter [~~

SECTION 3: FIDUCIARY lNFORfVIAT10N
(Person with legal aufhorlty to makeiinanciaFdecrsions on behalf of the eligible organization end ensure compliance with the Major League Sports Raf/le Program:)

Name and Title Date

SECTIC)N 4: CERTIFICATION
1 declare under penalty of perjury under the laws of the State of California that the foregoing information, and all information submitted with this application is
true, correct, and complete. !declare that our organization has been qualified to conduct business in the Sta#e of California for at Isast one year prior to the
first raffle to be held this calendar year. Additionally, our organization and its representatives agree to comply with all applicable {aws and administrative
regulations regarding the conduct of major league sports raffie(s} in the State of California

Fiduciary's Signature:

Fiduciary's Printed Name: Date:
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MAJOR LEAGUE -SPORTS RAFFLE
ELIGIBLE L7RGAN[~AT!'Ot~=A'NIVUAL RE~lST~TI~h~ F~E~M

Privacy Notice

bEPARTMENT QF JUSTICE

PAGE 2 M 2

AsRequired by Civil Gode § 1798.17

Collection and Use of Personal Information
The Bureau of Gambling Control in fihe Department of Justice collects the information requested ~n this
form as authorized by California Penal Code section 320.6. The Bureau uses this information to
establish grounds for the license, permit or other approval indicated on this application form: in addition,
any personal. information collected by sfiate agencies is subject to .the limitafiions in fihe .Infarrnati.on
Practice Act and state policy. The Department of Justice general privacy policy is available at h: ttp:/!
oa.a.ca.gov/privacy-policx.

Prvvidinq Personal Information
Afl the persona{ information regue`sted in .this form must be provided. If you do not provide this:
information, your application will be denied.

Access fio Your information
You may review the records maintained by fihe .Bureau in the Department of Justice that contain your
personal information as permitted by the Information Practices Act. (See below for contact information.}

Possib6e Disclosure of Personal information
In-order to process your application, we may need to share the information you give to us with law
enforcement or regulatory agencies for investigation of unlawful activity, or fior licensing or regulatory
purposes:

The information you provide may also be disclosed in the following circumstances:
• ;in response to a Public Records Act request, as allowed by the lnfarma#ion Practices Act;
• To another government agency as required by state or federal law; or
~ In response fia a court or administrative order, a subpoena, ar a search warrant.

Confiact Information
For questions about this notice or access to your records, you may contact the Department of Justice,
Bureau of .Gambling Control, at P.O. Box 168024, Sacramento, CA 958.16-8024, phone 916-227-3584,
or, email at Gamblin~ControlCa~doj.ca.gov.
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UNPAID Vt7LUNTE°Eli cir INI~w1lIDUAL AfF1Lt4TED PERSON
~,µ~: °Tr°~tie: /~►NNUAL f~EGISTF.~ATION FORM 

_ _

" ~~ ~~^ MAfLTO:~ ; ~ *~, FOR CALENDAR YEAR 20
~ ~ ~ Bureau of Gambling Control --
'~,; ' LL ~ ~' P. O. Box 168024

`~~RTM~"'` Sacramento, CA 95816-8024
Phone: (916) 227-3584; Fax (916) 227-0170

Pursuant to California Penal Code section 320.6, persons affiliated with an eligible organization conducting major league sports raffles) o
unpaid'voiunteers of eligible organization or an eligible recipient organization are required to register annually with the Department o
ustice, This form shall be used for the registration of ~an individual affiliated person ar unpaid volunteer of an eligible organization or a
ligible recipient organization for which the eligible organization has not submitted a registration appiicafian,

Please°type or;print (in ink) all information requested on this form. A nonrefundable, $10 Annual Registration Fee must accompany thi
orm. Make check or money order payable to the California Department of Justice.

SECTION 1.: APPLICANT INFORMATION

Appficanfi's Fuil Name (person completing form)

Government Issued Identification .Information Date of Birth (mm/dd/yyyy}

Home Address (street, city, state, zip code) Daytime Telephone Number

Malting Address (if different from above) Alternative Contact Telephone #

`'S'ECTION 2: ELIGIBLE ORGANIZATION ~4FFlLIATlON 1NFORfitI~T10N

Name of Eligible Organization

Eligible Organization Address (street, city, state, zip code)

Federal Tax 1D E-Mail Address (if applicable) Telephone Number

?SECTI'C)N 3:ELiGfBLE RECIPIENT ORGANIZATION IfVFORMATIOfV

Name of Eligible Recipient Organization

Eligible Recipient Organization Address. (street, city, state, zip code)

Federal Tax ID E-Mail Address (if applicable) Telephone Number

SECTION a, CERTIFICATlC3N
declare under penalty of perjury under the laws of the State of California that the foregoing information, and all information submitted with this application, is

true, correct, and complete. i understand that the information I have provided on this form will be verified with either the eligible organization or the eligible
recipient organization as part of the registration process. Additionally, I agree to comply with all applicable laws, local ordinances, and administrative
regulations concerning major league sports raffles in the State of California.

Signature:

Printed Name: Date:
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UI~IPAlD VOLUNTEER ~r INDIVlDU~,L A~~ILIA1"ED PER~OI~
jµ~ .rr~,~,j _:_ANNUAL REGiSTR~TION :FOI~~
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'Priva~,~-fV.otice

As Required by Civil Code § 1798.17

Col6ection and Use of Personal Information
The Bureau of Gambling Control~in fihe Department of :lustice coliects~the informafiian requested on fihis
fiorm as authorized:by California Penal Code section 320.6. The Bureau uses this information to
establish grounds for fihe fieense, permit or other approval indicated on this application form. In addition,
any personal informatign co~lecfied by state :agencies is subject to the limitations in the Infarmatiort
Practice Act and state policy. The Department of Justice,general privacy policy is aVa fable at http //
oaca.ca.aov/prPvaclL~ficY_.

Providing Personal Information
All the personal information •rec{uested in this form must be provided. If you do not provide #his.
information, your appiicatian will be denied.

Access ~o Your Information
You may review the records maintained by the Bureau in the Department of Justice that contain your
personal information as permitted by the Information .Practices Act. (See below #or contact information.)

Posseble'Disclosure of Personal Information
Iq order to.process your application, we may-need to share the informafiion you_give to us with law
enforcement or regulatory agencies fior investigation raf unlawful activity, or for licensing or regulatory
purposes.

The information you provide may also be disclosed in fihe following circumstances:
• In response to a Public Records Act request, as allowed by the Infiormation Practices Act;
~ To another government agency as required by state or federal law; or
• In response to a court or administrative order, a subpoena, or a search warrant.

Contact deformation
For questions about this notice or access to your records, you may contact the Department ~f Justice,
Bureau cif Gambling Control, at P.fl, Box 168024, Sacramento; CA 95816-8024, phone 9.16-227-3584;
or, at GarriblingControl(a~doj.ca.gov.
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MAIL TO:
Bureau of Gambling Control

P. O. Box 168Q24
Sacramento, CA 95816-8024

Phone: (916) 227-3584; Fax (916) 227-0170

Pursuant to California Penal Code section 320.6, requires manufacturers and distributors, who provide raffle-related products
or services 'to :eligible organizations that conduct major league sports raffles) #o register annually with the Department of
Justice. This form shall be .used by manufacturers and distributors who provide raffle-related products or services to apply for
registration with the Department of Justice.

Please type or print (in ink) all information requested on this form. A $5,000 Annual Registration Fee must accompany this.
form..Make check or money order payable to the California Department of Justice.

SECT.IUN 1: ENTITY INFORMATION

Applicant's Full Name (person completing form) Title

Business Name Doing Business As (if different than Business Name)

Business Address. (street, city, state, zip code) Business Telephone Number

Mailing Address. (if different from above) Business Fax Number

City or County of Business License Business License or. Tax CerEificate Number Business License Expiration Date

Federal Tax ID E-Mail Address (if applicable) Website Address (if applicable)

SECTION 2.:RAFFLE~RELATEQ PRODUCTS AND SERVICES

Please indicate the products and/or services that the business provides:

❑ Electronic Accounting &Reporting System Software ❑Electronic Raffle Ticket Sales Printer

❑ Electronic Accounting &Reporting System ❑Electronic Raffle Ticket Paper

❑ Electronic Raffle System Security Component ❑Counterfoil Container

❑ Electronic Raffle System Server ❑Admission-style Raffle Tickets

❑ Electronic RafFle System Server Software ❑Wide Area Network Component

Electronic Raf#le Ticket Sales Device

Other
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AT=~„ !UlAt~UFACTURER AND ~ISTRIBUTUR OF PRODUCTS ~R ~E~V~GES,,,~ f.~

.~,~. ~~ RNNU,~,L. REGiSTRATiO[N F(~R~lf 
_

~►~;^' ~`

SECTION 3: 'Mi4NUFACT,URERUCENSE INFORMATION
If additianai space is needed, please attach,a listing of the requested information on a separate sheet af;paper.. ~

Has the equipment being registered been licensed with any gaming agency, including any other state, city, county, federal, or
country agency?

No ~ Yes. Please list the.gaming agency and
fieense information in the following table

Gaming Agency iVame License Number from that Agency E~~piration Date

declare under. penalty of perjury under the laws of the State of California. that. fihe foregoing information,
and all informafiion submitted wifih this application is true, correct, and complete. Additionally, our
business and its representatives. agree to comply with .all applicable laws, .local .ordinances, and
administrafiive regulations concerning major league sports raffles in the State of California.

Signature:

Printed Name. Date
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~,„~ .r,~Nf~ nIiANU~~,CTl1RER i4ND t]1STi~9~UTOR OF F'RODl1CTS OR S`E}~Vt~ES
~ _ ANIVU~►L F~EC~15Th7ATlO~I FOR11l1 

____

~~
~,

~~;

Privac~r Nofiice
As Required by Civil-:Code § 1798.17

Collection and lJse of Personal information
The Bureau of Gambling Control in the Department of ,lus#ice, coliecfis fihe infiormation requesfied on this
form as authorized by California Penal Gode section 320.6. The Bureau uses this information to
establish grounds for the license, permit or ofiher approval indicated on this application form. fn addifiion,
any personal information collected by state agencies is subject to the firnitations in the Information
Practice Act and state policy. The.Department of Justice general privacy policy is availably at h
oaa.ca.aovlarivacv-t~olicv.

Providin.c~ Personal !r►formation
Alf. the personal information .requested in this form musfi be provided. If you do not provide this
information, your application will be denied.

Access to Your Information
You may review the records maintained by the Bureau in the Department of.Justice that contain your
personal information as permitted by the Information Practices Act. (See below for contact information.)

Poss~bl~ Disclosure of-Personal Information
In order to process :your app(icafiion, we may need to share the information you give to us with law
enforcement or regulatory agencies for investigation of unlawful activity, or for licensing or regulatory
ptarposes.

The information you provide may also be disclosed in the following circumstances
• In response to a Public Records Act request, as allowed by the Information Practices Act;

• To another government agency as required by state or federal taw; or

• 1n response to a court ar administrative order, a subpoena, or a search warrant.

Contac#-Infiormation
For questions about this notice or access to your records, you may contact the Department of Justice,
Bureau of Gambling Control, at P. O. Box 168024, Sacramento, CA 95816-8024; phone 916-2273584;
or, e-mail at GambiingControl _ doi.ca.gay.



STATE GAF CALIFORNIA
BGC 203
(O~ig. 01!2016)

SNP .rr~hey_

~a ~w~~h -

ADOPT
MAJOR LEAGUE SPORTS RAFFLE

AF:F.ILIATED PERSCIN_AN:N.UAL=F~E:GISTRATIC)N ~.ORM
FOR CALENDAR YEAR 20

MAIL TO:
"' ~m,e,re~s ~ Bureau of Gambling Control

P. O. Box 168024
Sacramento, CA 95816-8024

Phone: (916) 227-3584; Fax: {916)227-0170

DEPARTMENT OF JUSTICE

PAGE 7 of 2

Pursuant to California Penal Cade section 320.6, persons) affiliated with an eligible organization who conduct major league
sports raffie(s) must register annually with the Department of Justice. This form is only far an eligible organization to register
its affiliated persons. If an additional sheet is needed,.piease attach a listing of the requested information on a separate-sheet
of paper.

Pisase type or print (in ink) all information requested on this form. A nonrefundable $10 Annual Registration Fee for each
affiliated person .listed in Section 2 must accompany this farm. Make check or money order payable to the California
Department of Justice.

SECTION 1: 11VFORIVIA'l'ION

Eligible Organization/Team or Rssociatian Affiliation.

Full Name of Fiduciary (person completing this form) Daytime Telephone Number

Eligible Organization Address (street, city, state, zip code)

Mailing Address (if different from above)

SECTIt~I~ 2: R/aFFLE-~tELATED DUTIES

Please indicate with an "X" in the appropriate box the raffle-related duties the affiliated person will perform:
Employee's 

Count and Raffle System Raffle TicketEmp6oyee Name government 
Reconciliation 

Draw Supervisor Fiduciary Management SellerIssued ID

L~ L_____~ L_______~

L~ ~ L___~

L-~ ~ L~

L_~ L~ ~______~ ~ ~ L__~

L~ L~ L

L~ L_____~ L___ __~

L~ L~ L______~

1 c~~ ~_____~ ~ o 0 0
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~~~

~,~/~~,~„F~~

NIAJC3~R L~'E/~CaU'E SPdRTS R~4F~LE
AFFILIATED REBSON-~aNN~l~,L_RECISTF~TI~f~ ~_~RiV[

DEPARTMENT OF JUSTICE

P-AGE 2 oft

SECTION 3: CERTlFtCAT10N

declare under penalty of perjury under the laws of the Sate of California that -the foregoing information, and all information
submitted with this application is true, correct, and complete. 1 understand that the information I have provided on this farm
will be verified with the eligible organization as.part of the registration process. I;agree to comply with all applicable laws,
focal ordinances. and administrative regufatians concerning major league sports raffles in the State of California,

Fiduciary"s Signature:

Fiduciary's Printed Name:

Privacy Notice
As Required by Civil Code.§ 1798.17

Date:

Collection and Use. of Personal Information
The Bureau of Gambling Control in the:Department of Justice collects-the infarm~tion requested on this
form as authorized by Penal Code section 320.6. The Bureau uses this information to establish ,grounds
for the license, :permit or other approval indicated on this. application form., In addition, any personal
information collected by sfiate agencies is subject to the limitations in the Information Practice Act and
state policy, The Department of Justice general privacy policy is available at http:/Loag.ca.gov/privacy-

op I~cX.

Providing Per-sonal information
All the personal information requested in this form must be provided. If you do not provide this
information, your application will. be denied..

Access to Your informs#ion
You may review the records maintained by the Bureau in the Department of Justice that contain your
personal information as permitted by the Information Practices Act...(See below for contact information.)

Possible Disclosure of Personal Informafiion
in .order to process your application, we may need to share the informafiion you give us with law
enforcement_or regulatory agencies. far. investigation of unlavrful activity, or for licensing -or regulatory
purposes.

The informs#ion you provide may also be disclosed in the following circumstances:
In response to a Public Records Act request, as allowed by the Information Practices Act;

• To another government agency as required by stafie or federal law; or
• 1n response to a court or administrative order, a subpoena, or a search warrant.

Con#act Information
For questions about this notice or access to your records, you may contact the Department of Justice,
Bursau of Gambling Control, at P.O. Box 168024, Sacramento, CA 95816-8024; phone 91~-227-3584;
or, e-mail at GambfingControl~doj.ca.gov,
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I~D4PT

MAJOR LEAGUE SPORTS RAFFLE
<N"T'~~~~ E~IGI~L:E ORGANIZATI~N.i~AFFLE RE:GISTRATIOR FOf~M

~. ~:. ~ FOR CALENDAR YEAR 20
~~ .~,~ MAI L TO:
~H ~

~~,~„~~ ~` Bureau of Gambling Control
P. 'O. Bax 168024

Sacramento, CA 95816-8024
Phone: (916} 227-3584; Fax (916) 227-0170

DEPARTMENT OF JUSTICE

PAGE 1 of 2

Pursuant to California Penal Code section 320.6, an eligible organization that wishes to conduct major league
sports raffles) must register the raffles) with the Department of Justice. This form is for the registration of raffles)
for regular season and post-season home games.

Please type or print (in inK) all information requested on this form. A nonrefundable $100 Registration Fee for
each raffle .fisted in Section 2 must accompany #his form. Make check or money order payable to the.
California. Department of Justice.

SECTION 1: ELIGIBLE OR6ARJIZi4TION INFORMATION

Eligible,Organization/Team or Association AfFi(iatian

Fiduciary Name (person completing this form) Daytime Telephone Number

Eligible Organization Address (streef, city, state, zip code)

Mailing Address (if different from above) E-Mail Rddress (if applicable)

SECTION 2: RAFFLE R~GISTRATIUN

If additional space is needed, please attach a lisfing of the requested information on a separate sheet of paper.

Event Dafie Event Location 
Name of Private, Non-Profit, Eligible Organization For Which Raffle is Being

Conducted

L~_~ ~ --~
~___~ I ~---~

(L~I~

~—__~ (~~

L~ I 

~---~

IC~I~ - ~
1~-~I~~

____~
Ia_~I~ ~C~~~___~
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DEPARTMENT OF JUSTICE

-PRGE2 oft

SECTION 3: CERTIFICATION

declare under penalty of perjury under the laws of the State of California that the foregoing information, and all information
submitted with this application is true, correct, and complete. I understand that the information that I have provided on this
form will be verified with the eligible organization as part of the registration process. i agree to comply with all applicable
laws, local ordinances, and administrative regulations concerning major league sports raff4es in the State of California.

Fiduciary's Signature:

Fiduciary's Panted Name: Date:

Privacy Notice
As Required by Civil Code.§ 1798.17

Collect6on and ,Use of Personal Information
The Bureau of Gambling Control in the Department of Justice collects the information requested on this
form as authorized by Penal Code section 32Q.6. The Bureau uses this information to establish grounds
for thelicense~, permit or other approval indicated on this application form: in addition, any personal
information collected by state .agencies is subject to the limitations in the Information Practice Acfi and
state policy. The Department of Justice. general privacy policy is available at http:t/oag.ca.gov/~rivacy-
olic .

Providing personal information
A{I the personal information requested inthis form must be provided. lfyou do not provide this
information, your application will be denied.

Access $o Your information
You may review the records maintained by the Bureau in the Department of Justice fihat contain your
personal information as permitted by the Information Practices Act.. (See belaw fior contact information.}

Possible Disclosure of Personal Information
In order to process your application, we may need to share the information you give to us with law
enforcement or regulatory agencies for investigation of unlawFul activity, or for licensing or regulatory
purposes,

The .information .you provide may also be disclosed in fihe following circumstances:
• In response to a Public Records Act request, as allowed by the Information Practices Act;

To another government agency as required by state or federal law; or .
• In response to a court or administrative order, a subpoena; or a search warrant.

Contact Information
For guestians about this notice ar access to your records, you may contact the Department of Justice,
Bureau of Gambling Cantro(, at P. O. Box 168024, Sacramento, CA 95816-8024; phone 916-227-3584;
or, e-mail at GamblingControlCa7doj.ca.gov.
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MAJOR LEAGUE SPORTS RAFFLE
ELIGIBLE ORGANtZAT10N -EQUIPMENT' REGISTR,~TIOM1! FC3'RM

BUREAU OF GAMBLING CONTROL
p, O. Box 168024
Sacramento, CA 95816-8024
Phone: (916) 227-3584; Fax: (916) 227-0170

DEPARTMENT OF JUSTICE

PAGE 1 of 3

Pursuant to California Penal Code section 320.6, subdivision (0)(3), an eligible organization shall register the
equipment used in fihe safe and distribution of raffle tickets, and shall have the equipment tested by an independent
gaming test laboratory. This form is used for the eligible organization to register the equipment used in the sale and
distribution of raffle tickets.

SECTION '! -Eligible Organization lnfarma#ion

Eligible Organization/Team or Association Affiliation Name:

Address (Numbers/Street) City State Zip Code

Mailing Address (if different than above) Gity State Zip Code

Phone Number Fax Number Web Address

Fiduciary Name Title

Phone Number Fax Number E-Mail Address

SECTION 2 - 1l~anufactucer L'acense Inforar~ation
If additional space is needed, please attach a listing of the requested information on a separate sheet of paper.

Has the equipment being registered been licensed with any gaming agency, .including any other state, city, county, federal, or
country agency? ,

Yes. Please fist the gaming agency and
❑ No ~ ►icense information in the following table

Gaming Agency,Name- License Number•from that Agency Expiration Date
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MAJOR LEAGUE SPORTS RAFFLE
ELIGIBLE ORGANtZAT10N -EQUIPMENT REGISTRATION Ft)RIV1

DEPARTMENT OF JUSTICE

PAGE 2 of 3

SECTION 3 -'Equipment tnforma#inn
Complete the information beiowfor each equipment model and its designated soft+vare version you are registering pursuant to Penai Code
section 320.6. subdivision (0)(3). If you°are requesting approval for more than three pieces of equipment, please make an additional copy of

this page and attach to the application.

Mode! Name Model Number

Software (Firmware) Version Software (F.irmware Build Date)

Answer the following questions regarding the equipment model and its designated software version (if applicable) listed above.

1. Description of equipment:

2. Has the model and software version been previously tested or certified by an independent gaming test
laboratory? If yes, attach copies of certification documents. ❑ YEs ~ No

3. !s this equipment model leased by your organization? ~ YEs ~ NO

4. Is this equipment model owned by your organization? ~ YEs ~ No

.._~
_.

Model Name Model Number

Software.{Firmware) Version Software (Firmware Buiid Qate)

Answer the following questions regarding the equipment model and its designated software version (if applicable) fisted above.

1. Description of equipment:

2. Has the model and software version been previously tested or certified by an independent gaming test
laboratory? If yes, attach copies of certification documents. ❑ YEs ~ No

3. is this equipment model teased by your organization? ~ YEs ~ No

4. is this equipment model owned by your organization?
YES ~ N4

-- — -- --
Model Name Model Number

Software (Firmware) Version Software (Firmware Build Date)

Answer the following questions regarding the equipment model and its designated software version (if applicable) listed above.

1. Description of equipment:

2. Has the model and software version been previously tested or certified by an independent gaming test
laboratory? 1f yes, attach copies of certification documents. 

❑ YEs ~ No

3. !s this equipment model leased by your organization? ~ YEs ~ No

4. is this equipment model owned by your organization?
YES ~ NO
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MAJOR LEi4GUE SRARTS RAFFLE
ELIGIBLE ORGAiVlZATION - EQU~PiV1EfVT FiEG'1STR,4~"lCat~ FORS{ _.

SECTION 4--'CERTIFICATION /`SiG~NAT.URE ~
A~fidu~ciary of~th~e~efi_gible_organization mists+gn on..behalf of.the~eli~itile~organization.

I oertify under penalty of perjury under the laws of the State of California that I have personally completed this form and

know that the contests (hereof, the information contained herein and in any attachments, is true, accurate, and complete.

1 also certify that any equipment and its designated software version indicated an this form meets the requirements of the

Major League Sports Raffle Program regulations and understand that the approval is subject to the following condifiions:

(1) Any equiprrtent used in the sale and distribution of raffle tickets must be from a manufacturer or distributor
registered with the Department of Justice, pursuant fia.Penal Code section 320.6.

(~) Registration of egu~pment and any associated software has no bearing on the question of whether the
manufacturer or distributor of the device, or any person affiliated with the manufacturer or distributor of fihe

device, will qualify for issuance of any registration. Any approval will be cancelled in the event that the
manufacturer or distributor cif the device is subsequently determined to be ineligible fior regisfratian.

Fiduiciary's Signature

Fiduciary's Painted Name Date

Privacy Notice
As Required by Civil Code § 1798.17

Collection and Use of Personal Information
The Bureau of Gambling Control in the Department of Justice coliectsthe information requested on this form as
authorized by:Renal .Cade section 320.6. The Bureau uses this .information_to establish.grounds forfhe license,
permit or other approval indicated on:this application form. In addition, any personal information collected-by state
agencies is subject to the limitations in the Information Practiae_Act and state policy. The Department of Justice
general privacy policy is available at http://aaa.ca.gov/privacy-policy.

Pro~id~ng Personal Informafiion
All the personal information requested in this form must be provided. If you do not provide this information, your
application will be denied.

Access to Your Information
You may review the records maintained by the Bureau in the Department of Justice that contain your personal
information as permitted by the Information Practices Act. (See below for contact information.)

Possible Disclosure of Personal Information
In -order to process your application, we may need to share the information you give to us with law enforcement or
regulatory agencies for investigation of unlawful activity, or for licensing or regulatory purposes..

The information you prouide may also be disclosed in the following circumstances:
In response to a Public Records Act request, as allowed by the Information Practices Act;

~ To another government agency as required by state or federal law; or
• in response to a court or administrative order, a subpoena, or a search warrant.

Gontact Information
For questions about this notice or access to your records, you may contact the Department of Justice, Bureau of
Gambling Control, at P. O. Box 168024, Sacramento, CA 9587 6-8024; phone 916-227-3584; or, e-mail at
GamblinaContro~doj.ca.gov•
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BGC 207 PAGE 1 of 3co~~c ~„~o,~~ IVtajc~r Lague S-ports"Raffle

~,µt ~TT°~~F~ Electronic C~a~ffle System and Equipment~~
,. .~~r~ ~ Checkiist~and fiest Draw

-~, ~ BUREAU OF GAMBLING CONTROL
"~ 4 ~ P.O. Box 168024~~~,~~~

Sacramento, CA 95816-8024
Phone: (916) 227-3584; Fax; (91.6) .227-0170

Before using an electronic raffle system (system) to conduct a raffle, the eligible organization must test the system.
(Cal. Code. Regs.., tit. 11, § 2109.) Use this checklist before each registered euent to document that-:the sysfiem is
configured correctly, fiunctioning properly, and fully operational. You:rr~ay attach add'rtional-pages.to this form, if
additional .space is needed to document the test. 'Every,eligible organization must keep the completed form, and
any information attached, including a(I photographs fiaken, for a period of#hree years.

Event/Venue:

Registered Event Number Date:

Name of.Fiduciary or Designated Rffi(iated Person

Equi:~rner~fi Bn~~ra~a,tion:

a. Raffle Sales Unit (RSU): Make/Model and Quantity

b. Raffle ticket;printers: Make/Model

c. Stand Alone Kiosk: Make/Model and Quantity

d. Counterfoil Printers: Make/Model and Quantity

Equipment Location

e. C?edicated Server

f. Secure Server Location

'F'asswo.rds and Access 1

~ Verified Password Access to Server ❑ Deny Remote Access During a Game ❑ Remote Access Restrictions

RSU Access Controls ❑ Firewall Configuration ❑ Non-routable IP address
--

Miscellaneous

Wireless Encryption ❑ RSU Physical Security ❑ Uniterruptible Power Supply Support

RSU Communication with Server ❑ Backup and Recovery Procedures
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coy+9.0,~20~6, Major League Sports Raffle

Electronic Raffle Systemand Equipment
Checklist and Test Draw

'his.c~ella~neo:us '(:c~on,~in~.uecij

Photograph Counterfoil Printers} and CounterFoil Container Layout in Uenue

R5U locations (include a map identifying locations sales will occur and location where RSUs not in use are stored

Identify personnel with designated responsibility of any part of the system

— Test Draw

a. Enroll the. RSU (one kiosk and twa portable devices) for a test draw*:

i. 2 portable devices configured for WiFi. {If applicable) ❑

ii. 1 kiosk connected to central system. (If applicable) ❑

iii. Counterfoil printers online with su~cient paper. ❑

"One RSU will be required to have SD card removed during backup/restore testing process

b. Sell 100 tickets from porEable devices (if in use) and/or kiosk (if in use}

c. Void 15 tickets. ❑

d. Close sales an RSU devices and close the test draw on the central server. ❑ -)

e. Select a winning number from the counterfoil container and document. ❑

i. Winner number selected ❑

f. Complete winning number verification process. ❑

g. Announce winning number (public address, scoreboard, or other method used at the venue) ❑

. Generate, save and co ect Raff e Bearer Ticket Report and Voided Draw Number Report in xce format ❑

(pursuant to Cal. Code. Regs., tit. 11, § 2102)

i. Collect all test raffle tickets. ❑

j. Collect all countertoil tickets from the counterfoil container. ❑

k. Printed information on bearer ticket must meet Cal. Code. Regs., tit. 11, § 2100 requirements

1) The name of the eligible organization conducting the raffle;
2} The Bureau-issued registration identification number for the eligible organization registration;
3) Tha location, date and time ofi the corresponding raffle and manual draw;
4) The unique number of the raffle ticket that must not be generated by a random number generator;
5) If different than the eligible organization conducting the raffle, the name of the eligible recipient organization; ~
6) The statement: "Ticket holders need not be present to win," and the contact information, including the name,

phone number, and electronic mail address, of the eligible organization conducting the raffle;
7) The toll-free telephone number approved by the Office of Problem Gambling (or its successors} that provides

information and referral services for problem gamblers, currently "1-800-GAMBLER," and
8) The time Limit for the raffle player to claim the prize, as provided in Penal Cade section 320.6.
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~0~~9.0~~20~6~ Major League Sports Raffle

Electronic RafFle.System and.Equipment

Checklist and Test Draw

1. Use barcode scanner to scan counterfoil tickets (if applicable).

m. Verify printed countertoil ticket numbers match with Raffle Bearer Ticket Report. ~

n. Remove raffle ticket paper from counterfoil printer or replace with low paper cartridge if available. ❑

o. Se add~tiana tickets until paper runs out, or attempt to se tickets with no paper. Rep ace paper. ocument ❑

observations.

p. f avai ab e, change battery for ow power battery and se unti battery runs out o power. Document o servations. ~

q. Tesf ow/no paper con ition in counte of printer. Manua y isa e a counte of printers except one:

i. Insert paper roll that is low on paper into the remaining active printer. Check for low paper ❑

signal from printer.

ii..Sell tickets. normally from a RSU until printer is low on paper. Observe printer behavior and document any issues ❑

r. f ow paper as nat possi te, disab e a printers. ~

i. Check for paper out signal from printer (Paper end/red LED} and server. ~

s. Replace paper when it has run out. 'Verify printer restarts on paper replacement. ❑

t. Test RSU devices for non-WiFi operation. ❑

i. Close safes on RSUs and close the test draw on central server. ❑

ii. Verify that all sales have been uploaded. Photograph resulting screens. ❑

iii. Select a winning number from the counterfoil container and comple#e the winning number verification process.❑
iv. Generate, save and collect Raffle Bearer Ticket Report. in Excel format: {pursuant to Cal. Code. Regs., tit. 11, ❑

§ 2102)

v. Collect all test raffle tickets. ❑

vi. Collect all counterfoil tickets from the counterfoil container. ❑

vi. Verify printed information on bearer ticket must meet Cal. Code. Regs., tit. 11, § 2100 requirements.

C:ERT~FICA`i~fOfU

l certify under.. penalty of perjury under the Laws of the State of California that 1 have personally completed

this form and know that the contents thereof, the information captained herein and in any attachments, is

true, accurate, and complete.

Name of Person Completing this Check List

Title

Signature Date

Fiduciary's Signature

Fiduciary's Printed Name Date
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ABOUT THIS STANDARD

This Standard has been produced by Gaming Laboratories International (GLI) for the purpose

of providing independent test reports andlor certifications to regulators indicating the state of

compliance of various suppliers' devices and systems with the requirements set forth herein.

This document is intended to be used by regulatory agencies, operators, .and indusfiry suppliers as

a compliance guideline for technologies pertaining to electronic raffles. The creafion of. this

document is in response to regulatory agencies which have requested technical compliance

guidance. regarding electronically conducted raffles. This standardzs not intended to represent a

set of rigid requirements that every raffle system must comply with, as the operation of raffles

varies widely due to jurisdictional laws, varying levels of acceptable security ;measures .and

.differing implementations of raffle technologies. This standard is also not in~tendad to mandate

specific operational practices, but. rather provide a guideline regarding the technologies used to

facilitate .these raffles. It should be stressed that many of the technical guidelines addressed

within this document may be satisfied through manual operational controls as .approved by each

regulatory agency. Any technical requirement not latently supported by a raffle system will be

clearly disclosed to the regulatory agency in the certification report to ensure .that sufficient

internal controls axe in place to achieve local regulatory objectives. This standard is intended .to
_ ___ __ _

serve only as a starting point for regulatory agencies and may be supplementefl with additional

jurisdictional requirements as well as Minimum Internal Control Standards.

GLI-31 should be viewed as a living document that provides a level a guidance that will

periodically be tailored to align with this developing industry over time as raffle implementations

and operations evolve, '
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APTE 1
.1.0 S7'~i.NDARD OVER VIEW

1.1 Introduction

1.1.T General Statement. Gaming Laboratories International, LLC (GLI) has been testing

gaming devices since 1989. Over the years, we have developed numerous standards .for

jurisdictions all over the world. In recent years, many jurisdictions have opted to ask for the

development of industry standards without creating their own standards documents. Tn addition,

with tecluiology changing almost monthly, new technology is not being incorporated quickly

enough into e~sting standards due to the long process of administrative rule making. This

document, GLI Standard 31, will set forth the technical Standards for Electronic Raffle Systems.

x.1.2 Document History. It is the policy of Gaming Laboratories International, LLC to

update. this document as often as .possible to reflect changes in technology, testing methods, or

cheating methods. This document will be distributed without charge to all those who request it.

It may be obtained by downloading it from our website at www.gamin.~labs.com or by tivriting to

us at:

Gaming Laboratories International, LLC

600 Airport Road

Lakewood, NJ 08701

(732) 942-3999 Tel

(732) 942-0443 Fax

Chapter One —Standard Overview Page 7
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1.2 Purpose of Standard

1.2.1 General Statement. The. purpose of this technical standard is:

a) Ta eliminate- subjective criteria in analyzing and certi~ing electronic raffle systems.

b) To .only test those criteria which impact the credibility and in~egri~y of the electronic

raffle system from both the revenue collection and participant's paint of view.

c) To create a standard that will ensure that electronic raffle systems are fair, secure, .and

able to be audited and operated correctly.

d) To distinguish betweem local public policy and laboratory criteria. At GLI, we believe

that it is up to each local regulatory body to set their public policy with respect to the

electronic, raffle system.

e) To recognize that .testing which does not impact the credibility and integrity of the

electronic raffle system (such as Electrical Testing) should not be incorporated into this

standard but left to appropriate test laboratozies that specialize in fihat type of testing.

Except where specifically identified in the standard, testing is not directed at health or

safety matters. These matters are the responsibility of the. manufacturer, purchaser, and

operator of the equipment.

~ To construct a standard that can be easily updated, changed, or modified to allow for new

technology.

g) To construct a standard that does not specify any particular technology, method ox

algorithm. The intent is to allow a wide range of methods to be used to conform to the

standards, while at the same time, to encourage new.methods to be developed.

1.2.2 Na Limitation of Technolo~v. One should be cautioned that this standard should nat be

read in such a way that limits the use of future technology. The document should not be

interpreted that if the technology is not mentioned, then it is not allowed. Quite to the contrary,

as technology evolves, the standard will be updated to make accommodations for the new

technology.

Chapter One —Standard Overview Page $
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1.3 Definitions

1.3.X General Statement. The following are commonly used terms in describing tl~e operation

of raffles. that are used throughout this .standard.

a) Electronic Raffle Svstem is defined as computer software -and related equzp~nent used by

ra~£le licensees to sell tickets, account for sales, and facilitate the dravvang of tickets to

determine the winners.

b) Draw Numbers) are defined as a uniquely identifiable numbers) that are provided to the

purchaser for each chance purchased andmay be selected as the winning number for the

raffle.

c) Bearer Ticket(sl is/are defined as an .electronic or paper ticket that contains one. ar more

draw numbers purchased.

d) Validation Numbers) is/are defined as a unique number which may represent one or

mare draw numbers. that will be used to validate the winning number for the raffle.

e) Counterfoil is defined as an electronic record or paper ticket stub, also known as a barrel

ticket, which will be drawn to determine a winner and contains a single draw number

matching the player's purchased bearer ticket and may, depending on the. type of raffle,

contain the name, address, or telephone number of the player.

f} Raffle Sales Unit (RSU) is defined as a portable and/or wireless device, a remote hard-

wired connected device or a standalone cashier station that is used as a point of sale for

bearer tickets.

Chapter One —Standard Overview Page 9
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1.4 Phases of Testing

1.41. General Statement, The approval of an Electronic RafIle System will be certi~isd in two

phases:

a) Initial laboratory testing, where the laboratory will test the integrity of the system in

conjunction with Raffle Sales Units, in the laboratory setting with the equipment

assembled; and

b) As required by the regulatory body, on-site testing following the initial install of the

system to ensure proper configuration of the security applications. This may include, but

is not limited to conducting event simulations with and without challenges to system

operations,. testing the stability of the. system. at maximum anticipated loads, verifying the

internal controls and IT infrastructure at the venue, and any other .tests as mandated by

the regulatory agency.

Chapter One —Standard Overview Page 14
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A

2. ~ RA.FFLE 1~2A.NA G.EMENT REQ ~IREMENTS

2.1 Introduction

Z.I.X General Statement. Each electronic raffle system shall have a device oar facility that

provides for the sale of bearer tickets and the collection and accounting tools needed to track all

sales initiated through the raffle system, The system must have the ability to support all Raffle

Sales Units (RSUs) whether they are hard-wired or connected wirelessly to ensure that each unit

sends or transmits all ticket sales to the system. The system must. have. theability to facilitate

winner selection by either manual or electronic means..

2.2 Raffle Configuration

2.2.1. Prue Limitations. The electronic raffle system software must be capable of being

configured with a lunit or cap on the prize of a raffle drawing which may apply to the ma~mum

amount that may b~ won.

2.2.2 Time Limits. The electronic raffle system software must be capable of setting time limits

for when tickets may be purchased for a raffle drawing.

2.2.3 Configuration Changes. .After the commencement of a raffle, the electronic raffle

system software shall not allow changes to parameters which may affect the integrity of the

raffle.

Chapter Two —Raffle Management Requirements Page 11
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2.3 Bearer Ticket Issuance

2.3.1. Bearer Tickets. After the payment of a fee, participants shall receive a bearer ticket for

ane or -more chances. to win a raffle drawing. The bearer ticket must be printed with the

following informafiion (at minimum):

a) Name. of organization conducting the raffle

b) Event Identifier. or Location;

c) One or more unique draw numbers} purchased for the raffle.

d) Issued date and time (in twenty-four (24} hour format showing hours and minutes);

e) 'RSU identifier from which the ticket was generated;

~ Value. or cast of the bearer ticket;

g) Unique validation number or barcode; and

li) License number, if applicable;

NOTE: ~t may be permissible fog° some o~~ all of this information to be contained on the ticket

stock itself.' Where a .series. of raffles is conducted by a single operator, tickets for each raffle

must be differentzated from the other tickets used in the. series,

2.3.2 Validation Numbers. The algorithm or method used by the electronic xaffle system to

generate the bearer ticket validation number must be unpredictable and ensure against duplicate

validation numbers for the raffle currently in progress.

2.3.3. Voiding a Ticket. The electronic raffle system must flag or otherwise identify a voided

bearer ticket and its. corresponding draw number(s). The system shall record at a minimum the

dxaw numbers and the validation number from the voided bearer ticket. Voided draw numbers

shall not be able to be resold or reissued far that raffle.

2.3.4 Additional Primed Information. It is permissible that a bearer ticket may contain

additional printed information, i.e. advertising, logos, coupons, etc. Some of phis information

Chapter Two — RafIle Management Requirements Page 12
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may be .contained on the ticket stock itself. Any additional printed information must not impact

or obscure the required printed information as noted in sections 2.3..1- of this standard.

2,4 Counterfoil Requirements

2.4,1 :Counterfoils. Where a manual draw is used to determine a winner, all counterfoils. used

zl a raffle drawing must be the same size, shape, and weight. A counterfoil shall be printed qx

stored electronically for each purchased draw number. If an electronic random number generator

is used to determine. the winner of the raffle drawing, a printed counterfoil is not. required. A

counterfoil. must only contain one draw- number and shall contain the following .nforma~ on,

which matches the bearer ticket issued to the player:

a) Event Identifier or Location,

b) The.-draw number

c) Issued date and time (in twenty-four (24} hour format showing houxs and minutes);

d) Value or cost. of the beaxer ticket; and

e) Unique validation number or barcode;

NOTE: It .may be pe~•missible for some or -all of'this informatzon to ~be contained on the ticket

stock itsel, f.'

2.4.2 Revrintin~ of Counterfoils. Where the system supports the reprinting of counterfoil

tickets, this facility shall require additional supervised access controls (e.g. passwoxd) and the

draw numbers for all reprinted counterfoils shall be flagged in the system as reprints.

Chapter Twa —Raffle Management Requirements Page 13
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2.5 ~2affle Prize Display R~qur~m~en~s

2.3.1 Raffle T'ri~e I3isplaVs. For systems that .support a raffle prize display that is intendacl to

be viewed by participants o~-the raffle, that display sha11 indicate the xaffle .prize in local

moneiary value using a calculation deemed.acceptable by the regulatory body,`an~ represen#..the

current progression of the prize.

.NOTE: It is accepted that, depending on the medium, communication. delays. are variable and

beyond the knowledge or control of the operator, and the displayed prize amount may be

di. fferent, from the amount recognized in the system.:

2.5.2 Alternating Disnlays. If applicable, it is sufficient to have multiple. raffle awards

displayed. in an alternating .fashion.

2.6 Raffle Drawing Requirements

2.6.1 General Statement. A raffle drawing shall be held at a date, time, place, and in a manner

detemuned by the operator and/or regulatory agency. A raffle drawing shall only be conducted.

after:

a) The close of the raffle; and

b) All sales .and voided sales for the particular raffle purchase period have been reconciled.

2.6.2 Closing the Raffle Purchase Period The system must be capable of closing aff the sale

of .bearer tickets at a time determined by the operator. No sales of tickets may occur after the

raffle purchase period has been closed. The system must be capable of displaying to the operator

by way of the RSU device display that all sales from a particular device have been uploaded,

transferred or otherwise communicated to the electronic .raffle system.

Chapter Two —Raffle Management Requirements Page 14
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a) On verification of the. sales data transfer, the RSU device must be capable of`being reset

or closed.

b) The RSU must not be enabled for any fia~rther sales for t1~e current ra.~fle.

;2.fi.3 L'oided Tickets. Voided tickets sha11_naf be qualified toi~ard any prize. Tl~e'system must

be capable of reconciling voided sales for the raffle purchase to identifi~ all voided tickets which

ma~~ 1~e committed to .the draw. The system must record an acl nowleagement from fhe even

manager ghat voided tickets have been reconciled befpxe pernlitting a winning nut~ber to be

.entered into the,system for validation.

2.6,4 ,Winner Determination. The operator shall conduct a manual, electronic, or other

approved draw procedure which ensures a randomly selected .draw number as .a winner from .all

tickets sold. Each drawn counterfoil shall be verified as a sold and valid ticket.. This, process

sha11 be repeated for each advertised prize.

2.6.5 Official .Drawing Results. Results of the drawing become offa>cial and final after the

drawn number is verified as a winning bearer ticket for the respective :drawing, and. is presented.

to the participants of the raffle. The system. shall display the winning draw on all capable display

devices that are;intended to be viewed by participants,.

2.7 Winning Ticket Redemption

2.7.E Winner Verification. Winning tickets shall be verified prior to payout. Participants must

present the bearer ticket to an authorized agent fox validation with the system. The system must

be capable of verifying fhe wuuaing draw numbers and shall allow for the validation of draw

numbers .either manually or through the use of a bar code scannex or equivalent.

NC1T'E: Amounts won that exceed any jurisdictional specified limit shall require the appropriate

documentation to be completed before the. winning participant is paid.

Chapter Two —Raffle Management Requirements Page 15
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2:8 Electronic Aecour~t~ng and Reporting

2, 8.1 System Reporting ~Reauirements. The system or other equipment sha11 be capable of

..:producing general accounting reports to include the .. following information fox each draw

conducted:

a) .Raffle Drawing Report. A report which includes the following for each raffle drawing:

i. Date and time of event.

ii. Organization nuuiiiig the event.

iii. Sales information. (sales totals, refunds, etc).

iv. Prize value awarded to participant

v. Prize distribution (total raffle sales vs. prize value awaxded to participant)

vi. Refiund totals by event.

vii. Draw numbers-in-play count.

viii. Winning numbers) drawn (including draw order, call time, and claim status).

b) Exception Report. A report which includes system exception information, including, but

not limited to, changes to system parameters, corrections, overrides, and voids.

c) Bearer Tickets Report. A report which includes a List of all bearer tickets sold including

all associated dxaw numbers, selling price, and RSU identifier.

d) Sales by RSU. A xeport which includes a breakdown of each RSU's total sales (including

draw numbers sold) and any voided and misprinted tickets.

e) Voided Dxaw Number Report. A report which includes a list of all draw numbers that

have been voided including. caz~responding validation numbers.

~} RSU Event Log. A repax t which lists all events .recorded for each I2SU, including the

date and time and a brief text description of the event andlor identifying code.

• g) RSU Corruption Log. A report which Lists all RSUs unable to be reconciled to the

system, including the RSU identifier, RSU operator, and the money collected.

Chapter Two —Raffle Management Requirements Page 16
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. TAR 3
3. p RAF'.FLE SALES SNIT ~.KSU) ~'..~Q ZTIREI~~~V~'S

3.1 Introduction

3,1,.1 Genexal Statement. After the payment of a fee, participants shall receive a chance to win

a raffle drawing. A chance to win a raffle drawing may be purchased either from an attendant-

operated Raffle Sales Unit (RSTJ) or, as allowed by the .regulatory body, aplayer-operated RSU.

.Any other methods will be reviewed on a case-by-case basis, as allowed by the regulatory body.

a) Attendant-Operated Raffle Sales Unit: A participant may purchase a bearer ticket from

an attendant-operated RSU by providing payment for the tickets) to the attendant. Upon

receiving payment, the .attendant will provide the participant the bearer tickets)

purchased by the participant.

b) Planer-Operated 'Raffle Sales Unit: A participant may. purchase a bearer ticket from a

player-operated RSU by following theinstructions appearing on the screen of the RSU

and providing payment far the ticket(s). Upon payment for the ticket(s), the RSU will

issue the corresponding bearer tickets) purchased by the participant.

3,2 Raffle Sales Unit C?perations and Security

3.2.1 General Statement An RSU must be capable of generating and .printing a bearer ticket

with one or more uniquely identifiable draw numbers.

a) The system must not generate duplicate draw numbers within the sane event.

b) For each. draw number generated, there must be one :and only one corresponding

counterfoil with the same draw number.

Chapter Three —Raffle Sales Units (RSI~ Requirements Page 1'7
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c) The RSU must be capable of providing a transaction receipt in fihe form of a barer ticket

to a pu~ehaser.

3.2.2 Access Controls. 1~ceess to xaffle sales software shall be controlled by a secure Iogan

procedure.. 1t must not be possible to modify the configuration settings of the RSU without an

authorized secure logon.

3.2.3 Touch Screens. Touch screens shall be accuxate once calibrated and sha11 maintain that

accuracy far at least the manufacturer's recommended. maintenance period;

3.2.4 RSU Interface. The functions of all buttons, touch or click points represented on the I~.SU

interface shall be clearly indicated within the area of the button, ar toucl~/click point ..and/ar

within the. help menu. There sha11 be no functionality available through any buttons, or

touah/click points on the RSU that are undocumented.

3.2,5 Communications. A Raffle Sales Unit must be designed or program7med such that it-may

only communicate with authorized Electronic Raffle Systems components. The electronic ;raffle

system. must have. the capability to uniquely identify and, authorize .each RSU used to sell tickats

for a raffle.

3.2.b Wireless Raffle Sales. Units. Communication must only occur between the RSU and the

Electronic Raffle System via authorized access points.

3.3 Bearer Ticket Printers

3,3.1 Printing Bearer Tickets. If the RSU connects to a printer that is used to produce bearer

tickets, the bearer ticket shall include information as indicated in section 2.3.1. It may be

permissible for same of this information to be contained on the ticket stock itself.

a) The RSU must control the transfer of ticket data sent to the printer, and only transfer.

Chapter Three — Raffle Sales Units (RSt~ Requirements Page 1$
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ticket data to the printer when sufficient space is available in the printer memory to

.receive the ticket x~ormaton,

b) If a baxcode forms part of the validation number printed an the .bearer ticket, the printer

must support the barcode format and print with sufFicient ;resolution to permit validation

by a barcode reader..

3.3.2 Printer Error Conditions. The bearer ticket printer sha11 be able to detect anc~ indicate to

the operator the following error conditions:

a) Low battery;

b) Out of paper/paper low;

c) Printer disconnected - It is permissible for the system to detect this error condition when

it tries to print.

d) If the unit is capable of reprinting a ticket, the reprinted ticket .shall clearly indicate that it

is a reprint of the original ticket.

3.4 Critical Memory. Requirements

3.4.1 Critical Memot~v ~efned. Critical memory is used to store .all data that is considered

vital to the continued operation of the RSU. Critical memory shall be maintained for the .purpose

of storing and preserving critical data. This includes, but is not limited to:

a) When not communicating with the system, xecall of all tickets sold including, at

minimum, dxaw numbers and validation numbers; and

b} RSU configuration data.

NOTE: C~~itical memory .may be maintained by any components) of the Electronic Raffle

System.

Chapter Three — Raffle'Sales Units (RSL~ Requirements Page 19
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3:4.2 1lfr~intenanee of Critical Memnrv. Cxiteal memory storage shall be rr~aintained by a

methodology that enables..errors to be identified. This rnethodolo~ ma~~ involve signatures,

checkstuns, partial checksums, multiple copies, time stamps and/ar e~~ective :use of validity

codes,

3.4.3 ;Comprehensive Checks. Comprehensive cheeks of critical memory shall be made. on

st~rtu~ and sha11 detect failures with an extremely high l~ve1 of accuracy.

3,4 4 'Unrecoverable Critical Memory. An unrecoverable corruption >of critical .memory sha11

result. in an error. Upon detection, the raffle sales unit shall. cease to function.

3.4.5 Beckon Requirements. The RSU must have a backup ox archive capability, which

allows the. recovery of critical data should a failure occur.

3.5 RSU Program Requirements

3.5.7 Identification. All programs shall contain sufficient information to identify the software

and revision level of the information stored on the RSU, which may be displayed via a :display

screen.

1VOTE: The process used in the identification of the software and revision level will be evaluated

on a case-by-case basis.

3.5.2 Detection of Corruption. RSU programs shall be capable of detecting program

coaption and cause the RSU to cease operations until corrected.

NOTE: Program verification mechanisms will be evaluated on a case-by-case basis and

approved by the independent test Zabo~atory based an industry-standard secu~~ity pf°actices.
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3.5.3 Y'er~if cation of Updates. Px or. to execution of the updated software, the softwaa•e must be

-successfully authenticated on the RSU.

3 5 independent Control Prograan der fica~ion

.3.6.7 General Statement. The RSU shall. have .the ability to allow for an independent integrity

check of the RSU's software from :an outside source and is required for all software that may

affect the integrity of the raffle... This must be accomplished by being authenticated b~~ a th~ rd-

pazty device,- or by allowing for removal of the media such that it can be verified externally.

Qt~er methods shall be evaluated on a case,by-case basis. This integrity check will provide a

means for field verification of the software to identify and validate the pxograrn. The test

laboratory, prior to device approval, shall evaluate the integrity check method.

NOTE; If the authentication program, is within the RSU software, the manufacture• must receive

written approval fi~om :the regulatory body prior to submission :and testing by the test laboratory.
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4.0 R14N.D0.11~.lV~TMBER ~.~NERATOR .REQ~~R.~.~I.ENT~'

4.1 Introduction

4.1.1. General Statement. The selection process for the winning number shall be random. This

may be accomplished through the use of an approved random number. generator. 'the regulations

within this section are only applicable to electronic raffle systems in which a Random Number.

Generator is utilized.

4.2 Random Number Generator (RNG) Requirements

4.2.1 General Statement A random number generator sha11 reside on a Program Storage

Device secured in the logic board of the .system. The .numbers selected by the .random number

generator. for each drawing shall be stored in the system's memory and,. be .capable of being

output to produce a wiruling number. The use of an RNG .results in .the selection of raffle

outcomes in which the selection shall:

a) Be statistically independent;

b) Conform to fihe desired xandom distribution;

c) Pass various recognized statistical tests; and

d) Be unpredictable.

4.2.2. Annlied Tests. The test laboratory may employ the use of various recognized tests to

determine whether or not the random values produced by the random number generator pass the

desired confidence level of 99%. These tests may include, but are not limited to:
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a) Chi-square test;

bj Equi-distribution ~frequancy) test;

c) `.Gap test;

d) Overlaps. test,

e) Foker test;

f~ Coupon collector's test;

g) Permutation tesfi;

h) Kolmogorov-Smirnov test;

i} Adjacency criterion tests;

j) Order statistic test;

k) Runs tests (patterns of occurrences should not be recurrent);

1) Interplay correlation test;

m) Serial correlation test potency and degree of serial correlation (outcomes. should. be

independent of the previous game);

n) Tests on subsequences; and

o} Poisson distribution.

NCO.TE: The independent test lab will choose the apps°opriate tests on a case by case basis

depending on the RNG under review.

4.2.3. .Period. The period of the RNG, in conjunction with the methods of implementing the

RNC outcomes, must be sufficiently large to ensure that ail valid, sold numbers .are available for

random selection.

4,2.4 Range. The range of raw values produced by the RNG must be sufficiently large to

provide adequate precision and flexibility when scaling and mapping.
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4.2.5 Background RNG Cvclin~/Activity Requirement. In order to ensure that RNG outcomes

cannot be predicted, adequate background cycling /activity must be implemented between each

drawing at a speed that cannot be timeel. The rate of background cy.eling / activity must be

suff ciently random in and of itself to prevent prediction.

1VOT~':.The .test laboratory recognizes that some times during the raffle, the IZNG may not be

cycled when interrupts may be suspended. This is permitted although this exception shall be kept

to a minimum.

4.2.6 RNG Seeding/Re-Seeding. The methods of seeding or re-seeding implemented in the

RNCr-must ensure that all seed values are determined securely, and that the resultant sequence of

outcomes is not predictable.

a) The first seed shall be randomly determined by an uncontrolled event.. After every bearer

ticket draw, there shall be a random change in the RNG process {new seed, random timer,

delay, etc.}. This will verifythe RNG doesn't start at the same value, every time. It is

permissible not to use a random seed; however, the manufacturer must ensure that .the

selection process will not synchronize.

b) Unless proven to have na adverse effect an the randomness of the RNG outcomes, or

actually improve the randomness of the RNG outcomes, seeding and re-seeding_ must be

kept. to an absolute minimum. If for any reason the background cycling /activity of the

RNG is interrupted, the next seed value for the RNG must be a funetion.of the value.

produced by the RNG immediately prior to the interrupfiian.

4.3 Scaling

4.3.1 Scaling Algorithms. The methods of scaling (i.e. converting raw R[~TG outcomes of a

greater range into. scaled RNG outcomes of a lesser range) must be linear, and must not introduce

any bias, pattern or predictability. The scaled RNG outcomes must be proven to pass vaxious

recognized statistical tests.
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a) If a random number wifi1~ a range shorter than that provided by the RNG is rac~ziired ~Qr

some purpose within the ra~1e system, the method of re-scaling, (i.e., converting the

number to the lower range), is to ̀be designed in such a way that all n~ambez~s within the

lower range are equally probable.

b) If a particular random number selected is outside the range of equal distribution of re-

scaling values, it is permissible to discard that random number and select the next in.

sequence for the purpose of re-scaling.

4.4 Number Selection Process

4.d.1 Winning Number Draw. The winning number selection shall only be produced from

sold bearer ticket numbers from the current drawing to be available for selection.

a) Each valid, sold raffle number shall be available for random selection at the initiation of

each drawing;

b} For raffles which offer multiple awards or drawings. with separate buy-ins for each, the

winning number selection shall -only be produced from sold bearer ticket numbers

corresponding with-each applicable award or drawing. As winning numbers are drawn,

they shall be immediately used as governed by the rules of the raffle. {i.e. the bearer

tickets are not to be discarded due to adaptive behavior}.

4.4.2 No Corruption from Associated Equzpment. A:n electxonic raffle system shall use

appropriate protocols to protect the random number generator and random selection process from

influence' by associated equipment, which may be communicating with the electronic raffle

system.
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5. D ;:~LECTR;~NIC RAF'.F'L~ SY,ST.,~11M StER VERS

5.~ Introduction

5.1.1 General Statement. The Electronic Raffle System Servers) may be located locally,

within a single _facility or may be remotely located outside of the facility through a vJele Area

Network {WAN) as allowed by the regulatory body.

5.2 general Operation &Server Security

5.2.1 :Physical Security. The servers sha11 be housed in a secure location that has sufficient

physical protection against alteration, tampering or unauthorized access.

5.2:2 Logical Access Control: The electronic raffle system shall be logically secured .through

the,. use.. of .passwords, biometrics, or other means as agreed upon between the regulatory body

anc~ the :operator. The storage of passwords, PINS, biometrics, and other authentication

credentials (e.g. magnetic swipe, pro~mity cards, embedded chip cards) shall be secure. The

system must have multiple security access levels to control and xestrict different classes of access

to the electronic raffle system.

3.2.3.. Security from Alteration, Tampering, or Unauthorized Access. The electronic raffle

system shall provide a logical means for securing the raffle data against alteration,. tampering, ox

unauthorized access. The following rules also apply to the. raffle. data within the 'Electronic

Raffle System:
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a) NQ equipment sha11 have a mechanism whereby an en~or will cause the raffle data to

automatically clear. Dada shall be maintained at all fiimes ragardJ~ess of whether the server

is being supplied with.power.

b) Data shall be stored ~ such a way as to prevent the loss of the data. when replacing parts

or modules ding normal maintenance.

5.2.4 Data Alteration. The Electronic Raffle System shall not permit the alteration o~ any

accounting, reporting or significant event data without supervised access co~tr.~ls. I~ the .event

any data is changed, the following information shall be documented or logged.:

a) Data element altered;

'b) Data element value prior to alteration;

c) Data element value after alteration;

d) Time and date of alteration; and

e) Personnel that performed alteration (user login).

5.2.5 Server Programming There shall be no means available for an operator to conduct

programming on the server in any configuration (e.g. the operator should not be able to perform

SQL statements to modify the database). However, it is acceptable for Network Administrators

to :perform authorized network infrastructure maintenance with sufficient ..access rights, which

would include the use of SQL statements that were already resident on the system.

5.2.,6 Copv Protection. Copy protection to prevent unauthorized duplication ar modification of

software, for servers or RSUs, may be implemented provided that:

a) The rriethod of copy protection is fully documented and provided to ~Che Test Laboratory,

who will verify that the protection works as described; or

b) The program or component involved in enforcing the copy protection can be individually

verified by the methodology described in section 5.7.1.

~~~~~
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5.2.7 UPS St[T7~I0~"t. Where fihe server is a stand-alone application, it must have an

Uninterruptible Power Supply (UPS) connected and of sufFicient capacity to permit a graceful

shut-down .and that retains all electronic raffle system data during a power loss. It is acceptable

that the electronic raffle system server may be a component of a network that is supported by a

network-wide UPS provided fihat fihe server is included as a device protected bar the UPS.

5.3 System Clock Requirements.

:5.3.1 System Clock. An Electronic Raffle System must maintain an internal clock that reflects

the current date and time (in twenty-foux (24) hour format showing hours and minutes) that sha11

be used to provide for the following:

a) Time stamping of significant events;

b) Reference clock for reporting; and

c) Time stamping of all sales and t3xaw events.

5,3.2. Synchronization Feature. If multiple clocks are supported the system shall have a

facility to synchronize clocks within all system components.

5.4 RSU Management Requirements

5.4.1 RSU Management Functionality; An Electronic Raffle System must have a master list

of each authorized RSU in operation, including at minimum the following it~ormation for each

entry:

a) A unique RSU identification number or corresponding hardware identifier.{i.e. MAC);

b) Operator identification; and

c) Tickets issued for sale, if applicable.
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NOTE: I, f these parameters can be retrieved directly from the RSU, sufficient controls must be in

place to ensure accuracy of the information.

5.4.2 RSU Validation. It is recommended that RSUs be validated at pre-defined time intervals

with at least one method of authentication. This time interval shall be configurable based on

jurisdictional requirements. The system shall have the ability to remotely disable -the RSU after

the threshold of unsuccessful validation attempts has .been reached.

5.5 Counterfoil Printers

S.S.1 Counterfoil Printers. Where printed counterfoils are in use, the printer mechanism shall

be able to detect and indicate the following error conditions:

a) Out of paper - It is permissible. for the system to detect this error condition when it tries to

print.

b) Pa er low - It is permissible for .the system to not lock up for these conditions; however,

there should be a means for the attendant to be alerted;

c) Memory Error;

d) Printer failure; and

e) Printer disconnected - It is permissible for the system to detect this error condition when

it tries to print.

5.5.2 Printer Disable. At any time during an actzve draw, the operator must have the ability to

manually disable a printer and remove the printer from the configuration without affecting the

remaining printexs or any outstanding print requests,
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5.6 Significant Events

5,b.1 Event Logging. Significant events shall be communicated and logged on the electronic

raffle system, which may include:

a) Conzlection/Disconnection of an RSU or any component of the system;

b) Critical memory corruption of any corniponent of the system.

c) Counterfoil Printer errors:

i. Out of paler/paper low;

ii. Printer disconnect/failure; and

iii. Printer memory error.

f} Establishment and failure of communications between sensitive Electronic Raffle System

components.

g) Significant event buffer full;

h) Program error or authentication mismatch;

i) Firewall audit lag full, where supported.

j) Remote access, where supported; acid

k) Any. other significant events as specified by the regulatory agency.

5..6.2 Surveillance/Security Functionadity. Each significant event conveyed to the electronic

rafIle system must be stored. An Electronic Raffle System shall provide an interrogation

program that enables on-line comprehensive. searching of the significant events through recorded

data. The interrogation program shall have the ability to perform a search. based at :least on fhe

following:

a) Date and time range;

b) Unique component identification number; and

c) Significant event identifier,
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5.7 Backups and Recovery

5.7.1 Storage N.fedium Ba~kuP. The .electronic raff]e system shall have sufficient xedundancy

and modularity sa that if any single .component or part of a component fails, the raffle can

.continue. Redundant copies of critical data shall be kept on the electronic zaffle system wifh

open support for backups and restoration.

a) All .storage shall be through an error checking, nonvolatile physical medium, or an

...equivalent architectural implementation, sa that should the primary .storage medium fail,

the functions of the electronic. raffle system and the process of auditing. those functions

can continue with no critical data loss.

b) The database shall be stored on redundant media so that no single failure of any portion

of the. system .would cause.the loss or corruption of data.

5.7.2 Recovery Requirements. In the event of a catastrophic failure when the electronic xaffle

system carmot be restarted in any other way, it shall be possible to reload the electronic raffle

system from the last viable backup point and fully recover the contents of that backup, including,

butnot limited to:

a) Significant Events;

b) Accounting information;

c) Reporting information; and

d) Specific site information such as employee file, raffle set-up, etc.
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-5.8 verification of System Software

.S.8.1 General. Statement. System software components and modules shall be verifiable by a

secure means at the system level denofiing Program ID and vexsion. The system shall have the

ability to allow for an independent. integrity check. of 'the components and modules from an

outside source and is required for all software that may affect the integrity of the system.. This

must beaccomplished by being authenticated by a third-party device, or by allowuig for removal

of the media. such that it can be verzfied externally. Other methods may tie evaluated on a case-

by-ease basis. This integrity check will provide a means for field verification of the system

components and modules to identify and validate the programs or files..The. test laboratory,-.prior

to system approval, shall approve the integrity check method.

NOTE: If the. authentzcatzon program is contained within the Elect~^anic Raffle System software,

the .manufacturer must receive written approval from the test laboratory prior to submission.
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.PTE
6.0 COMMZINICATION REQ U.~REII~ENTS

6.1 Introduction

6.1.:1 .General Statement. This chapter will discuss the various communication methods

including, but not limited to wireless communications protocol commonly known as .802;11{x)

and will extend these methodologies to'other wireless interfaces such as Bluetooth, infrared. {IR),

anel cellular (i.e. HSPA+, LTE, etc). The requirements of this chapter shall also apply if

communications are performed across a public or third party network, as .allowed by the

regulatory agency.

6.I.2 Communication ~'rotocol. Each component of an electronic raffle system must function

as :indicated by the communication protocol implemented. An electronic raffle .system must

provide for the following:

a) Communication between all system components must provide mutual authentication

between the component and the server.

b} All protocols must use communication techniques that have, proper error detection and

recovery mechanisms, which are designed to prevent eavesdropping and tampering. Any

alternative implementations will be reviewed on a case-by-case basis, with regulatory

approval; and

c) A11 data communications critical to the raffle shall employ encryption. The encryption

algorithm shall employ variable keys, or similar methodology to pxeserve secure

communication.

6.1.3 C'onnectivity. Only authorized devices shall be permitted to establish communications

between any system components. Electronic raffle systems shall provide a method to:
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a) Verify that the .system component is being operated by an authorized user;

b) Enroll and un-enroll system components;

e} Enable and disable specific system components.

d) Ensure that only enrolled and. enabled system components participate in the raffle; and

e) Ensure that the default condirion for components shall be un-enrolled and disabled.

6.1.4 doss of Communications Raffle sales units {RSUs} may continue to sell tickets when

nat in communication with the system, as allowed by the regulatory body, ~ale~ taking place on

the RSI7 during a lass of communication with the system shall be logged on the device. The.

RSU sha11 deactivate upon detecting the limit of its buffer overflow. Upan the ra-establishment

of communication, the system shall require the RSU to re-authenticate with the server(s). All

tickets sold during cammunieation loss shall be transmitted to the system Loss of

communications shall not affect the .integrity of critical memory.

6.2 System Security

6,2.E General. Statement...All communications, including remote access, must pass through at

Ieast one.. approved ..application-level firewall and must not have a facility that allows for an

alternate network path. Any alternate network path existing for redundancy purposes must also

pass through at leastone application-level firewall.

b.2.2 Firewall Audit Lags. The firewall application must maintain an audit log and .must

clisable all communications and generate a significant event which meets the requirements as

specified in section 5.5, Significant Events, of this standard if the audit log becomes. fu1L The

audit log shall contain:

a) AlI changes to configuration of the firewall;

b) All successful and unsuccessful connection attempts through the firewall; and

c) The source .and destination IP Addresses, Port Numbers and MAC Addresses.
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N(?TE: ~ ,configurable parameter `unsuccessful connection attempts' may be utilized to deny

ficrther connection requests should the predefined threshold be exceeded, The system

adminis~ator_3must also Abe .not f ed,

6.3 Remote Access

6.3.I General "Statement. Remote access =is =ce~ined as~=any access from outside the system or

s3Tstem network ..including any. access from. other networks within the same establishment.

P emote access sha11 only be allowed if authorized by the regulatory body and shall have the

option to be disabled. Where allowed, remote .access shall accept only the remote connections

.permissible by the firewall application and electronic raffle system settings. Remote access

security will be reviewed on a case-by-case basis, in conjunction with the implementation of the

cwrrent technology .and approval from the. Local regulatory. agency. In addition, there shall be:

a) No unauthorized remote user administration functionality (adding users, changing

..permissions, etc.);

b) No unauthorized access to .any. database .other than information retrieval using existing

functions, and.

c) No unauthorized access to the operating system.

d) Fox .systems using an electronic RNG, the electronic. raffle system must immediately

detect remote access.

NDTE: ELI acknowledges that the system manufacturer may, as needed, ~ remotely access the

electronic .Raffle System and. its associated. components for the purpose of product anz~ .user

support, as permitted.

.6.3,2 Remote Access Auditin¢. The electronic raffle system must maintain an activity Log

which updates automatically depicting all remote access information, to include:
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aj :Log on .name;

bj Time ar~d date the connection was made;

c) Duration of connection, and

d) Activity while logged in, including the specif c .areas .accessed and changes that were

made.

6.4 Wide Area Network. Communications

6.4.1. General Statement. Wide Area Network (WAN) communications are .permitted as

allowed by the regulatory body and sha11 meet the following requirements:

a) The communications over the WAN are secured from intrusion, interference and

eavesdropping via techniques .such as use of a Virtual Private Network (VPI~,

encryption, etc; and

b) Only functions documented in the communications protocol shall be used over the WAN.

The protocol specification shall be provided to the Testing Laboratory.

6.5 Wireless. Network Communications

6.5.1 General Statement. Should a wireless communication solution be utilized, it is

recommended to adhere to the following requirements

a) Segregation of Networks. Networks used by the electronic raffle systems should be

separate. and not include other devices that are not part of the electronic raffle system.

b) Service Set Identifier (SSIDI. The wireless network name. (SSID) used to identify the

wireless network should be hidden and not broadcast.

c) Media Access Control {MAC) Address Filtering_ The wireless network should use MAC

address filtering as means to validate whether or not a device may connect to the wireless

network.
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d) Device Registration. The electronic raffle system should use a device registration method

as means to validate whether or not a device is an .authorized device on the electronic

raffle system.

NOTE: Due to continuous changes and improvement in wireless teehnol~gy the information in

this document is considered cur~^ent as of the publication date, Therefore, ̀at is imperative ,for

o~ganrzations to review and .update internal control policies and procedures to ensure the

electronacraffle system is secure and threats and vulnerabilities areaddt~essed accordingly, GLT

recommends .the use of a private independent IT secu~^ity company to plan, inspect and uer•i, fy Zhe

integrity of the wireless network.
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